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k g1&& *URXS

B3UHSDUHG E\ 1&& *URXS 6HFXULW\6HUYLFHV ,QF IRUS5LFRFKHW 3RUWLRQV RI WKLV GRFXPH
DUHWKH SURSHUW\RI 1&& *URXSDQG FDQQRW EH FRSLHG LQIXOORULQSDUW ZLWKRXW 1&&

:KLOH SUHFDXWLRQV KDYH EHHQ WDNHQ LQ WKH SUHSDUDWLRQ RI WKLV GRFXPHQW 1&& *URX
UHVSRQVLELOLWAIRUHUURUV RPLVVLRQV RUIRUGDPDJHV UHVXOWLQJIURP WKH XVHRIWKH
VHUYLFHVY GRHVY QRW JXDUDQWHH WKH VHFXULW\RID VI\VWHP RUWKDW FRPSXWHU LQWUXVLR

_5LFRFKHW 6HFXULW\$VVHVVPHQW



(IHEXWLYH 6XPPDU\ nccoroup”

Synopsis Key Findings
S5LFRFKHWDQGWKH2SHQ 7THFKQRORJ\ ) X&®E DYMHNNPHXEWNW LGHQWL{HG PXOWLSOH D
*URXS WR SHUIRUPDQ DVVHVVPHQW R WHIH) S\ ARFKWM W @FRRXEGBH RQH LVVXH JLYHQ D +
PRXV PHVVDJLQJ DSSOLFDWLRQ 7ZR DOKYRRXNBKFHROQGLQJIV DUH SURYLGHG DV D
VXOWDQWY SHUIRUPHG WKHDVVHVVPHGQGWEWMKW DISISQRRFKARRHUGHYHORSHUV WR FRQ
WK DQG WK 7KH HQJDJHPHQW ZDV FRRIBXFWHEG®DW D 7KH VRXUFH FRGH DVVHVVF
VRXUFHFRGHUHYLHZ ZLWK D IRFXV RQ LEBXWLYRQUGRWPRQ LVVXHV WKDW ZHUH DO
& YXOQHUDELOLWLHV SULYDF\ LQA X HQHFYLHI RSHIUQ HUDE KOYWLHWY XHV ¢ OHG LQ *L
DV ZHOO DV WR SURYLGH UHFRPPHQGIQ¥OXGH EDVHG RQ

VHFXULW\JDSV YV EHVW SUDFWLFHV
| . WVXHV ZLWK +70/ EHLQJLQFOXGHG LQ FRQV

5LFRFKHW H[SUHVVHG SDUWLFXODU LQWHHMEMQUQWRKEH: DORRMRUNDWLRQ LI WKH LU
RIYXOQHUDELOLWLHV WKDW LIH[SORLWAHSWRE&OG OHDG WR WKH GH

DQRQ\PLIDWLRQ RU H[SORLWDWLRQ RIpL¥REKHHUVZXWKBQLER&EH SURFHVVLQJ OHDG
*URXS IRFXVHG LWV WHVWLQJ HITRUWYV RQUDW K HRS WIWEKHWRSKQEKLQJ DWWDFNV E
YXOQHUDELOLWLHYV ZLWK WKHVH LPSDFWRW LQ FRQWDFW QLFNQDPHV 7TKHVH FRX

DQRQ\PL]DWLRQ RUFRPSURPLVHRIXVHU SU
Scope

7KH WHVWLQJ WHDP UHYLHZHG WKH SURYLGHG & VRXUFH

FRGH DV ZHOO DV WKH GHVLJQ GRFXPHQWYV 7KH 40/

¢OHV WKDW DUH XVHG IRU 8, OD\RXW ZHUH GHHPHG RXW

RI VFRSH G5LFRFKHW UHOLHV XSRQ 7RU DQG 7RU KLGGHQ
VHUYLFHV EXW 7RU LWVHOI ZDV QRW LQFOXGHG LQ VFRSH
&XUVRU\ G\QDPLF DQDO\VLV RI 5LFRFKHW ZDV SHUIRUPHG
EXWDGGLWLRQDO WHVWLQJ LADVHARPPHQGHG $)/

WR IX]] WKH DSSOLFDWLRQ DQG VHYHUDO VLPSOH XWLOLWLHV IRU
IX]]LQJ 5LFRFKHW ZLWK $)/ BESHURYLEGHG LQ

RQ SDJH

| $VLPSOHFOLHQW ZULWWHQ LQ 3\ WKRQ XVHGWRIHHG WKH $)/
JHQHUDWHG LQSXWV LQWR WKHDSSOLFDWLRQ

| $VHULHV RIVPDOOPRGL,{FDWLRQVWRS5LFRFKHWWRIDFLOLWDWH
IX]JLQJ YLD $)/

| $VPDOO & VKLP WR ODXQFK WKH 3\WKRQ FOLHQW DQG WKHQ
execve() WR 5LFRFKHW

KWWS OFDPWXI FRUHGXPS F[ DA

_5LFRFKHW 6HFXULW\$VVHVVPHQW


http://lcamtuf.coredump.cx/afl/

SURMHFW 'DVKERDUG nccgroupe'

Target Metadata Engagement Data
Name S5LFRFKHW 6HFXULW\ $X Gypsd 6RXUFH &RGH5HYLHZ
Type $QRQ\PRXV ,QVWDQW 0HMathbd JH U "KLWH %R]
Platforms & 47 3URWREXI Dates WR
Consultants
Level of
effort SHUVRQ GD\V

Vulnerability Breakdown
&ULWLFDO5LVNLVVXHV

+LJKS5LVN LVVXHV /
OHGLXP 5LVN LVVXHV c

IRZ5LVN LVVXHV /
,QIRUPDWLRQDO LVVXHV /

Total issues 8 _

Category Breakdown
&U\SWRJUDSK\ I I ]
'DWD ([SRVXUH 1]
'DWD 9DOLGDWLRQ [ 1 ]

Key
&ULWITIDO +LJ[ ] OHGLY | /IRZL ] ,QIRUPDV___ QDO

_5LFRFKHW 6HFXULW\ $VVHVVPHQW



Y%YHVW 3UDFWLFHYV (YDOXDWLRQﬂCCQ(OUp%

5LFRFKHWtV VHFXULW\ SRVWXUH ZDVHYDOXDWHG LQ VHYHUDO NH\DUHDV 2YHUDOO
WKDW PHW EHVW SUDFWLFHV IRUD SULYDF\ IRFXVHG & SURJUDP +RZHYHU VHYHUD
PHQWY FRXOG JUHDWO\HQKDQFH WKH VHFXULW\RIS5LFRFKHW

Rating Explanation

| Satisfactory OHHWV RU H[FHHGV LQGXVWU\EHVW SUDFWLFH

| Fair OD\QRWEHLQ WRWDO FRPSOLDQFH ZLWK EHVW SUDFWLFHV EXW QR GLUHFWO\
| Needsimprovement )DLOV WR FRPSO\ZLWK EHVW SUDFWLFHVY DQG FRQWDLQV DFWLRQDE

As designed: As implemented:
Input Validation Fair Needs improvement

Best Practice: $ IDPRXV GLFWXP LQ VHFXULW\LV ssDQ\WKLQJ WKDW WDNHV XVHU LQSXW F
SURFHVVLQJLQSXWIURP XVHUV LV WKHPRVW FRPPRQDUHDLQ ZKLFKVHFXULW\YXO

6RXUFHV RI XVHU LQSXW VKRXOG EHLGHQWL¢{¢HG DQG YDOLGDWHG DFFRUGLQJ WR"
IRUYDOLGDWLRQLQFOXGH ORJLFFKHFNV VDQLWL]DWLRQ ZKLWHOLVWLQJ DQG R:
GHSHQGV RQ WKHFRQWH[W RI WKHLQSXW

Evaluation: 5LFRFKHWtV LQSXW YDOLGDWLRQ YDULHVY JUHDWO\GHSHQGLQJRQ ZKDW OD\

| $W WKH SURWRFRO OD\HU WKHUH DUH D QXPEHU RI FKHFNV WR HQVXUH WKDW LQFF
YDOLG DFFRUGLQJ WR WKH SURWRFRO VWDWH PDFKLQH 7KHVHLQFOXGH VWURQJ
HQVXULQJWKDWDFRQQHFWLRQtVY FKDQQHO LV WKH H[SHFWHG YDOXH

| $W WKH DSSOLFDWLRQ OD\HU LQSXW YDOLGDW{ R QILYVJOIERRNEQRR BX 8 QHBIF K LUQ MW B KX
RQ SDJHRUQGLQJ 1&& 5LFRFKHW 6HFXULW\ $XB\LARP S BRPLVIHWKH SULYDF\ RI D XVH
LQVXI¢FLHQW YDOLGDWLRQ RI WKH FRQWHQWYV RI PHVVDJHV

Recommendation:

| $W WKH SURWRFRO OD\HU FRQWLQXH XVLQJGHIHQVLYH SURJUDPPLQJ WHFKQLTXH
VWDWH FKDQJHV DUH DOORZHG LQFRPLQJUHTXHVWV DUH ZHOO IRUPHG LQFRPLQ
FRPLQJUHTXHVWVRQDFKDQQHODUHRQWKHFRUUHFWFRQQHFWLRQ DQG VR IRUW
DFKDQJHWRWKHXQGHUO\LQJFRQQHFWLRQ REMHFW IRUD FKDQQHO LV PDGH WKL)\
OHDG WR PHVVDJHV JRLQJWR D GLIIHUHQW SDUW\

| $W WKH DSSOLFDWLRQ OD\HU DSSO\VWULFW YDOLGDWLRQ WR DOO XVHU LQSXW {
E\FRPELQLQJD ZKLWHOLVW DSSURDFK RIDOORZDEOHLQSXW ZLWK FRQWH[W DSSL
FKDUDFWHUV EHIRUH WKH\ DUH XVHG YRIGRRUH & & IRUFRIFW HRQ6 WA LW\ $XGLW
DQBQGLQJ1&& S5LFRFKHW 6HFXULW\ $XGLW RQ SDJH

_5LFRFKHW 6HFXULW\$VVHVVPHQW
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As designed: As implemented:
Cryptography Needs improvement Fair

Best Practice: & U\SWRJUDSK\ LV RQHRI WKH HDVLHVW HOHPHQWYVY WR JHW ZURQJ LQ VHFXL
PHQWDWLRQ FDQ OHDG WR H[SORLWDEOH ADZV WKDW DOORZFRPSURPLVHRIDXWKH(

%HFDXVHRIWKLV DFFHSWHG GLI¢FXOW\ LWLV KLIKO\UHFRPPHQGHG WR XVH VWDQC
QLTXHV HVSHFLDOO\ WKRVH WKDW KDYH EHHQ H[WHQVLYHO\ DXGLWHG E\ WKH FU\S
GHVLJQ VKRXOG DLP WRHOLPLQDWH FU\SWRJUDSKLFFRPSOH[LW\ DVLW LV HDV\WR |
LOQDQLQVHFXUH ZD\

%HFDXVHS5LFRFKHW LV PHDQW WR EHD PHVVDJLQJ VHUYLFHIRUWKRVHZKR QHHG DQ
VWDWH OHYHO DGYHUVDULHYVY ZKR PD\ KDYH FU\SWDQDO\WLF WHFKQLTXHYVY EH\RQG
KLIKOVUHFRPPHQGHG WR XVHWKH PRVW XS WR GDWHHQFU\SWLRQ VFKHPHYV DQG O
,QDGGLWLRQ VWDWH OHYHO DGYHUVDULHYVY PD\KDYH WKH DELOLW\ WR REWDLQ SK'
WDNHQ WR SURWHFW GDWD DW UHVW XVLQJ FU\SWRJUDSK\

Evaluation: 5LFRFKHW SURYLGHV WUDQVSRUW OD\HU VHF XELW®MHXWK DV H BRt S KR B IGGIH FAH
JUDSKLF SURWHFWLRQ LQFOXGLQJ SHUIHFW IRUZDUG VHFUHF\ VHYHUDO RI WKH F
QR ORQJHU FRQVLGHUHG VWURQJ 5LFRFKHW XVHV D SURWRFRO IRUDXWKHQWLFD
XQQHFHVVDU\ FU\SWRJUDSKLF FRPSOH[LW\ ,Q DGGLWLRQ QR HQFU\SWLRQ LV SUHV

Recommendation: 5LFRFKHW VKRXOG WDNH VHYHUDO VWHSV WR LPSURYH LWV FU\SWRJUD S

| BHZRUN WKH KRVW YHUL ¢ FDVOICR@ JDI\& & HoW DR BKIBW. OHF X U LW\ $XQEWGLQRQ && J H
S5LFRFKHW 6HFXULW\ $XGLW RQ SDJH

| $6G DSSOLFDWLRQ OD\HU FU\SWRQUDSK VY &RV CHWBKBWGEHEXULW\ $XGLW RQ SDJ

| (QFU\SW VHQVLWLYH GDWD QW GIHYIM &V BHWBKEBWEHGXULW\ $XGLW RQ SDJH

,QDGGLWLRQ LW ZRXOG EHEHQH¢{FLDO IRUSLFRFKHW WR LPSOHPHQW &KDQQHO %L
FU\SWLRQ %\ ELQGLQJS5LFRFKHWtV NH\ H[FKDQJH WR WKH XQGHUO\LQJ WUDQVSRU
WKHFRQQHFWLRQDUH FRPPXQLFDWLQJRQWKHVDPHHQFU\SWHG FRQQHFWLRQ DQG
PLGGOHDWWDFNV ,QRUGHUWRGRWKLV 7RUZRXOG QHHG WR DIBGW XQSRYWHRRD G RB
ELQGLQJDYDLODEOHLQ 7/6

As designed: As implemented:
Hardening/Sandboxing Needs improvement Fair

Best Practice: ,Q RUGHU WR SUHYHQW YXOQHUDELOLWLHV LQDQDSSOLFDWLRQ IURP EHLC
FDQ EH WDNHQ 7KHVH LQFOXGH KDUGHQLQJ WKH DSSOLFDWLRQ WR PDNH H[SORL)\
VDQGER[LQIJWKHDSSOLFDWLRQ WROLPLWWKHLPSDFWRIVXFFHVVIXO H[SORLWDW

+DUGHQLQJ VWUDWHILHV LQFOXGH WKH XVHRIDGGUHVV VDQLWL]JHU ZKLFK ZLOO F
RU\ADZV DUH GHWHFWHG DOWKRXJK WKLV LQWURGXFHV VLIJQL,FDQW SHUIRUPDQF
KDUGHQLQJADJV

6DQGER[LQJVWUDWHILHVLQFOXGHUXQQLQIJWKHDSSOLFDWLRRBRNHM® UGHDKERRQUN D L C
$SS&RQWDEMGEERIRY :LQGRZY RURSHUDWLQJV\VWHP DFFHVV FRQWRBROLXR; OHV
RUG6HDWEHOW IRU 26; L26 WR UHVWULFW ZKDW UHVRXUFHV WKHDSSOLFDWLRQ KDV

KWWSV 72ZZ WRUSURMHFW RUJ GRFV KLGGHQ VHUYLFHV KWPO HQ
KWWSV OLQX[FRQWDLQHUV RUJ

KWWSV 7ZZZ GRFNHU FRP

KWWSV JLWKXE FRP DSSF VSHF

KWWS Z7ZZ VDQGER[LH FRP

KWWS ZLNL DSSDUPRU QHW LQGH[ SKS ODLQB3DJH

_5LFRFKHW 6HFXULW\$VVHVVPHQW


https://tools.ietf.org/html/rfc5929#section-3
https://tools.ietf.org/html/rfc5929#section-3
https://www.torproject.org/docs/hidden-services.html.en
https://linuxcontainers.org/
https://www.docker.com/
https://github.com/appc/spec
http://www.sandboxie.com/
http://wiki.apparmor.net/index.php/Main_Page
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BURWHFWLQJWKHUXQQLQJ7RULQVWDQFHLYV SDUDPRXQW WR WKHDQRQ\PLW\RIG5LF
HPSOR\HG WR IXUWKHU SURWHFW 7RU LWV VHUYLFHV DQG VSHFL{¢FDOO\WKHFRQWL
RSSRUWXQLW\WR FRPSOHWHO\FRPSURPLVHWKHDQRQ\PLW\RIWKHS5LFRFKHW XVHL
RIPDOLFLRXV 'LUHFWRU\$XWKRULWLHV RUEXLOGLQJD SDWKWRDQDGYHUVDU\ RZ(
WR SHUIRUP WUDI,FDQDO\VLVRQ 7KHDIRUHPHQWLRQHG KDUGHQLQJWRROV FDQ EF
DVEORFNLQJDOO 7&3 FRQQHFWLRQV WR WKH FRQWURO SRUW YLD DQ $SS$SUPRU 6HI
OLVWHQHU WRUXQRQD 8QL[VRFNHW

Evaluation: 5LFRFKHW FXUUHQWO\ KDV H[SHULPHQWDO VXSSRUW IRU VDQGER[LQJ DQG
DOWKRXJK WKH\DUH QRW HQDEOHG E\GHIDXOW 7KHUNVYXHKSLVFXVVLRQ DERXW VDQC

5LFRFKHW QRUPDOO\EXLOGV ZLWK $GGUHVV6DQLWL]HU DQG XVHV YDULRXV FRPSLC

Recommendation: &RQWLQXH ORRNLQJLOQWR LQWHIJUDWLQJS5LFRFKHW ZLWK YDULRXV VDC
UHTXLUHD GHFHQW DPRXQW RI FXVWRPL]DWLRQ WR PDNH LW XVHDEOHIRUQRQ WHF

&RQVLGHUDGGLWLRQDOPLWLIJDWLRQVWRGHIHQGDJDLQVWD FRPSURPLVHYLD WKF
SUR¢{¢OHV WKDW UHVWULFW 7&3 FRQQHFWLRQV DQG XVLQJB8QL[VRFNHWV LQVWHDG R

&RQWLQXH XVLQIJDGGUHVV VDQLWL]HULQ DOO EXLOGV &RQWLQXH XWKQV EXIL®KE AD.
IRUPRUH LQIRUPDWLRQ

As designed: As implemented:
Memory Management Satisfactory Satisfactory

Best Practice: 'XH WR WKH PHPRU\ XQVDIH QDWXUH RI & JUHDW FDUH QHHGY WR EH WDN
LVVXHV 7ZR SULPLWLYHV DUHRIWHQ XVHG WR YLRODWHPHPRU\ VDIHW\

| 8VLQJssUDZtt PHPRU\ VWUXFWXUHV VXFKDV DUUD\VRUUHJLRQVRIPHPRU\REWDL
| SOORZLQIJDQ DWWDFNHU WR LQAXHQFH WKH SRVLWLRQ RUOHQJWK RIDFFHVV WR

,QVWHDG RI XWLOL]JLQJ DUUD\V PDOORF SURJUDPPHUV VKRXOG XVH ZUDSSHUV D
VHPDQWLFV :KHQ XVLQJ PHPRU\ XQVDIH SULPLWLYHVY GLUHFWO\ JUHDW FDUH VKR
DOORFDWLRQ DVZHOODV WKHVL]HRIWKHDFFHVVHYV

6LQFH& KDVPDQXDOPHPRU\PDQDJHPHQW REMHFWVDUHDOORFDWHGDQGIUHHGE
$V VXFK LWLV YHU\FRPPRQ ZKHQ SDVVLQJ SRLQWHUV DURXQG WR KDYH YXOQHUDE
I[UHHYV

,QRUGHU WR KDQGOH SRLQWHUV LQ D VHFXUH ZD\ XSGDWHV WR & LQWURGXFHG YL
UDZ SRLQWHUVDQG FUHDWH VDIHU ZD\VWR VKDUHDQG PDQDJH SRLQWHUYV

Evaluation: 5LFRFKHW GRHV DQ H{IFHOOHQW MRE RI SUHYHQWLQJ HUURUYV E\

| ODNLQJ HIWHQVLY HBYtékRy WKHPLWLYH ZKLFK DOORZV DUUD\ OLNH VHPDQWLFV L
ERXQG FKHFNLQJRFFXUV DXWRPDWLFDOO\ DQG UHVL]LQJRFFXUV ZKHQ QHFHVVD
| 6LPLODUON VWULQJRSHUDWLR QByt2ArHat R QX st QIdgDRIEINRFWY SURYLGLQJPHPRU\\
| :KHQ LW LV QHFHVVDU\ WR SDVV D EXIITHU SRLQWHU DQG FRUUHVSRQGLQJ OHQJWHK
GLUHFWO\ WKH EXIIHU DQG WKH OHQJWta® UHQGBH el MEGtXY LRI D WMKIHRQV ZLWKRX
SHUIRUPLQJ DGGLWLRQDO DULWKPHWLF 7KLV HOLPLQDWHY D ZLGH YDULHW\ RI

FRUUXSWLRQ

| :KHQ VL]JHV DUH UHDG IURP XVHU SURYLGHG LQSXW VXFK DV ZKHQ UHDGLQJ WKH
QHIRWLDWLRQ RU UHDGLQJ WKH VL]H RI WKH LQFRPLQJ PHVVDJH ¥WiKHSVL]H LV Ul
RUdgbint16 DQG WKHQ DOO FDOFXODWLRQV DUH GRQH ZLWK ZRUG VL]H YDULDEOHYV
DQ DULWKPHWLF RYHUARZ XQGHUARZ KDSSHQLQJLQ D VXEVHTXHQW FDOFXODWLF

_5LFRFKHW 6HFXULW\$VVHVVPHQW


https://github.com/ricochet-im/ricochet/issues/222
https://wiki.debian.org/Hardening
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PDJQLWXGH EHORZ WKH ZRUG VLIHRQHYHQ D ELWDUFKLWHFWXUH

| ,Q DGGLWLRQ DOO VL]HV UHDG IURP XVHU LQSXW DUH VXEVHTXHQWO\ YDOLGDWH (
PD[LPXPVL]HIRUD RINVWMAXIHAML.FK JUHDWO\UHGXFHV WKHSRVVLELOLW\RILQWHJH!
| 6L]IHVDUHDOVR YDOLGDWHG WR PDWFK WKH ORJLF RI WKHDSSOLFDWLRQ IRULQVYV
WR WKH VL]H UHW XU Qiddd(B\ WKH FDOO WR

| 5SDWKHU WKDQ ZULWH FRGH WR SDUVH PHVVDJHV DV WKH\ FRPH LQ RIl WKH ZLUH :
PHPRU\FRUUXSWLRQLVVXHVDUHHQFRXQWHUHG 5LFRFKHW XVHV *RRJOHtV SURW
VSHFLI\WKH VWUXFWXUHRIPHVVDIJHVLQ PHWDGDWD (¢OHV DQGKDYHWKH& FRGFE
JHQHUDWHG

| SLFRFKHW PDNHVY HIWHQVLYH XVH RI 4WtV VP DShét<siPoli R &Y HBcdddPoS @& WERE1 VXFK DV
icitlySharedDataPointer HWF 2ZQHUVKLS RI SRLQWHUV LV PDGH H[SOLFLW ERWK LQ WK
DOORZLQJVKDULQJRISRLQWHUVLQD  VWUDLIJKWIRUZDUGDQG VHFXUHIDVKLRQ

Recommendation: &RQWLQXH IROORZLQJEHVW SUDFWLFHVDQG GHIHQVLYH SURJUDPPLQJ.
VROXWLRQV WKDW SURYLGH PHPRU\ VDIH GDWD VWUXFWXUHV DQG XWLOLWLHV 7H\
WR GHWHFW VRPHFODVVHV RIPHPRU\HUURUYV

As designed: As implemented:
Use of Unsafe C/C++ Functions Satisfactory Satisfactory

Best Practice: 'R QRW XVH & & IXQFWLRQV WKDW DUH Ld@@tcK)UstrpyO)\ XD Y IR S\HWUFDKWORU  H W
'RQRW XVH & & IXQFWLRQV WKDW DUH HDVLO\PLVXVHG VXFKDV SDVVLQJXVHU FR
printf() VW\OH IXQFWLRQ RULQFOXGLE3EMNU LQSXWLQ D FDOO WR

0,75( GH¢QHV WZR FODVVHV RI ZHDNQH \BWHIVRIR Q@ MHKIWLNQW O\ 'DQJHDR&BN )XQFWLRQ
8VHRI3RWHQWLDOO\'DQJHURXV )XQFWLRQ

I1XPHURXVJXLGHVKDYHEHHQ ZULWWHQ RQ WKLV WR 5E5B FIXGREN & ORI EDHOWOH G LW RNV R |
DXWRPDWLFDOO\FKHFNVRXUFHFRGHIRUWKHVH W\SHV RI HUURUV

Evaluation: 5SLFRFKHW GRHV QRW XVH GDQJHURXV & & IXQFWLRQV RUFRQVWUXFWYV

Recommendation: & JXLGHOLQHV RQ XVHRIGDQJHURXV IXQFWLRQV VKRXOG FRQWLQXH W
VKRXOG EH SHUIRUPHG SHULRGLFDOO\RQ WKHFRGHEDVH WR HQVXUH WKDW GDQJHU

_5LFRFKHW 6HFXULW\$VVHVVPHQW


https://cwe.mitre.org/data/definitions/242.html
https://cwe.mitre.org/data/definitions/676.html
https://cwe.mitre.org/data/definitions/676.html
http://cppcheck.sourceforge.net/
https://pypi.python.org/pypi/cpplint

/DEOH RI 9XOQHUDELOLWLHYV nCCQFOUp%

JRUHDFK ¢ QGLQJ 1&& *URXS XVHV D FRPSRVLWH ULVN VFRUH WKDW WDNHV LQWR DFF
H[SRVXUHDQG XVHU SRSXODWLRQ WHFKQLFDO GLI¢FXOW\RIH[SORLWDWLRQ DQGR
ULVN UDWLQJDQG YXOQHUD E LICBLSM\F®IW B RRUSPDWLRQ VHH

Title ID  Risk
,QVXI¢,FLHQW 9DOLGDWLRQLQ &RQWDFW5HTXHVW $0OF +LJK NLRQ
/LQNV OD\ 8RQWDLQ ODOLFLRXV 8QLFRGH &KDUDFWHUYV OHGLXP
8QQHFHVVDU\8VHRI +0%& ,QIRUPDWLRQDO
$FFHVV 7R/RFDO 6RFNHW &DQ 6WHDO  %\WH )LOHV ,QIRUPDWLRQDO
+RVW 9HUL¢{FDWLRQ :HDN $JDLQVW 6 WDWH /HYHO $GYH ! ,QIRUPDWLRQDO
/IDFNRI$SSOLFDWLRQ /D\HU OHVVDJH (QFU\SWLRQ ,QIRUPDWLRQDO
8QH[SORLWDEOH % X | Cirylp tKehl U LbbidB1®mDEL ,QIRUPDWLRQDO
&RQ¢JXUDWLRQ OHWDGDWD )LOHV BWRUHG RQ 'LVN 8QH ,QIRUPDWLRQDO

_5LFRFKHW 6HFXULW\$VVHVVPHQW



9XOQHUDELOLW\ 'HWDLOV nccoroup”

Vulnerability
Risk

Identifier
Category

Target

Impact

Description

Recommendation

Insufficient Validation in ContactRequest Allows De-Anonymization
High ,PSDFW +LJK ([SORLWDELOLW\ OHGLXP

1&& 5LFRFKHW 6HFXULW\ $XGLW

'DWD 9DOLGDWLRQ

SURWRFRO &RQWDFW5HTXHVW&KDQQHO FSS

| isAcceptableNickname

$ 5LFRFKHW FRQWDFW UHTXHVW FDQ FRQWDLQ D QLFNQDPH PHVVE
YDULRXV REVFXUH XQLFRGH FKDUDFWHUV 7ULYLDOO\ WKLV FDQ EH
RI D XVHU LI WKH XVHU DFFHSWV WKH FRQWDFW UHTXHVW 7KLV F
QLFNQDPHGHVLIJQHG WREH YLVXDOO\ VLPLODKRVPR DQRNKHWU QD F N Q
$OWHUQDWLYHO\ LW PD\EH SRVVLEOH WR WULJJHU RSHUDWLQJ V\\
UHQGHU WKH PHVVDJH

&RQWDFW UHTXHVWY FDQ LQFOXGH ERWK D VKRUW PHVVDJH DQG D
YDOLGDWLRQLVY SHUIRUPHG RI WKH QLFNQDPH

92 QVector<uint> chars = input.toUcs4();

93 foreach (uint value, chars) {

o QChar c(value);

95 if (c.category() == QChar::Other_Format ||
% c.category() == QChar::0Other_Control ||
o7 c.isNonCharacter())

o8 return false;

99 }

/ILVWLQJ SHOHYDQW VRXUFH FRGHIURP &RQWDFW5HTXHVYV
+RZHYHU WKLV GRHV QRW UXOHRXW VHYHUDO RWKHU NLQGV RIPDO

| ILFNQDPHV FRQWDLQLQJ +70/ WDJV ZKLFK DV WKH 8, LV UHQGHU|
EHLQJ UHQGHUHG ODWHU RQ OHDGLQJWR D SRWHQWLDO GLVFOR
7KLV LV DOUHDG\D NQRZQ LVVXH EXW ZLWKR XX W& K N FHFXUWW\ FRQ

| $ODUJH SRUWLRQ RI WKH XQLFRGH FRGH SRLQWYV ZRXOG QRW EH FL
DOORZKRPRJUDSK DWWDFNYV

,Q DGGLWLRQ QR YDOLGDWLRQ DVLGH IURP D VL]H FKHFN LV SHUI
WKH FRQWDFW UHTXHVW RSHQLQJ XS WKH XVHU WR WKH SRVVLELO
ZKHQ WU\LQJWR UHQGHU VWUDQJH XQLFRBG6 8 O/HItVXSHRQUA-HNH [ VR UULDGPVAY. B
UHFHQWO\FRQWDLQHG D YXOQHUDELOLW\ZKHQ UHQGHULQJ FHUWD

7KLV LV D SDUWLFXODU FRQFHUQ VLQFH DQ\RQH ZLWK NQRZOHGJH |
WKHP D FRQWDFW UHTXHVW

6LOQFHDQ\RQHFDQ VHQG D FRQWDFW UHTXHVW WR D XVHU LI WKH\ DL
WKHVH ¢ HOGVY VKRXOG EH WUHDWHG ZLWK VSHFLDO FDUH 8VH D ZKL
LVDVVPDOODYV SRVVLEOHDQG FRQVLGHU RXWSXWHQFRGLQJZKHU

_5LFRFKHW 6HFXULW\ $VVHVVPHQW


https://en.wikipedia.org/wiki/IDN_homograph_attack
https://github.com/ricochet-im/ricochet/pull/274
https://news.ycombinator.com/item?id=6293824
https://news.ycombinator.com/item?id=6293824

nccoroup”

Vulnerability
Risk

Identifier
Category

Target

Impact

Description

Recommendation

Links May Contain Malicious Unicode Characters

Medium ,PSDFW OHGLXP ([SORLWDELOLW\ OHGLXP
1&& 5LFRFKHW 6HFXULW\ $XGLW

'DWD 9DOLGDWLRQ

XL /LQNHG7H[W FSS

| LinkedText: :LinkedText

$ OLQN FDQ FRQWDLQ YDULRXV REVFXUH XQLFRGH FKDUDFWHUV 7K
WR DQ DWWDFNHU VLWH GHVLJQHG WR EH YLVXDCOGRPRPALDIKI WR L
DWWD#FINWLWLQI WKLV OLQN ZRXOG FDXVH WKH XVHUtV UHDO ,3 DGGU
SDUWRIDQRUPDO EURZVHUUHTXHVW WREHGLVFORVHG $OWHUQD
RSHUDWLQJ VIVWHP OHYHO EXJV ZKHQ WKH OLQN LV FRSLHG WR WKH

5LFRFKHW DXWRPDWLFDOO\SDUVHVY PHVVDJHV DQG ZKHQ LW GHWHF
LWLOQWRDFOLFNDEOHOLQN +RZHYHU QR YDOLGDWLRQ RURXWSXW
OLQN DVLGH IURMHINIEEESBOIMWRZKLFK RQO\HVFDSHY +70/ PHWDFKDUDF
DWWDFNHU FRXOG VHQG D OLQN WKDW DSSHDUHG WR EHIRU D NQRZ(
XQLFRGHFRGHSRLQWY DFWXDOO\SRLQWHGWRDQDWWDFNHU FRQ\
DSXOO UHRXHHWR DGGUHVV WKLYV

$OWHUQDWLYHO\ LW PD\EH SRVVLEOH WR WULJJHU DQ RSHUDWLQ.
GDWD LV FRSLHG WR WKHFOLSERDUG DHYGW\XFAK EXIORUHHUDIEN QLY DHN
'LQGRZV

5HYVWULFWWKHVHWRIFKDUDFWHUV WKDWDUHDOORZHGLQ WKHERC
&RQVLGHU XVLQJ RXWSXW HQFRGLQJRQ FKDUDFWHUV RXWVLGH WK
WKHDERYH SXOOUHTXHVWDFFHSWLILWLPSOHPHQWY WKHVH UHFR

_5LFRFKHW 6HFXULW\ $VVHVVPHQW


https://en.wikipedia.org/wiki/IDN_homograph_attack
https://en.wikipedia.org/wiki/IDN_homograph_attack
https://github.com/ricochet-im/ricochet/pull/302
https://mcpmag.com/articles/2010/08/09/zero-day-windows-kernel-flaw-linked-to-clipboard.aspx
https://mcpmag.com/articles/2010/08/09/zero-day-windows-kernel-flaw-linked-to-clipboard.aspx

nccoroup”

Vulnerability
Risk

Identifier
Category

Target

Impact

Description

Recommendation

Unnecessary Use of HMAC

Informational ,PSDFW +LJK ([SORLWDELOLW\ /RZ
1&& 5LFRFKHW 6HFXULW\ $XGLW
&U\SWRJUDSK\

SURWRFRO $XWK+LGGHQ6HUYLFH&KDQQHO FSS
| AuthHiddenServiceChannel: :handleProof

7KH FU\SWRJUDSKLF FRQVWUXFWLRQ XVHG WR DXWKHQWLFDWH WKFE
FRPSOH[ ZKLFK PD\RSHQ WKH SURWRFRO XS WR VRSKLVWLFDWHG F
OHYHO DGYHUVDU\

7TRUKLGGHQ VHUYLFHVDUHEDVHGRII56$ NH\V ,QRUGHU WR DXWKH ¢
WKHVHUYHU QHHGV WR SURYH WKDW LW LV WKHKLGGHQ VHUYLFH VS
KRVWQDPHLVWKH (¢UVWKDOIRIWKH6+$% KDVKRIWKHKLGGHQ VHUY
SURYH WKDW WKH VHUYHU ssRZQVtt WKH KRVWQDPH WKHFOLHQW VI
WKH QRQFH VLIQHG ZLWK WKHLU SULYDWH NH\ DV ZHOO DV D FRS\ R/
WKHQ FKHFN WKH SXEOLF NH\ YHUL¢{¢HV WKH VLJQDWXUH RQ WKH QRC
WKH KRVWQDPH VSHFL{HG 7KLV FRQVWUXFWLRQLVVDIHDV ORQJD
NH\ZKRVH6+$ KDVKFROOLGHV LQWKH /UVWKDOI ZLWKWKHOHJLYV
IXUWKHU RIBWIJ 1&& 5LFRFKHW 6HFXULW\ $XGLW RQ SDJH

JXQGDPHQWDOO\ WKHUHLV QR UHDVRQ WKDW WKLV VDPH SURWRFRC(
DVZHOO LQ5LFRFKHW ERWK SDUWLHV DUHLGHQWL¢{HG E\ WKHLU K
SDUWLHV H[FKDQJH SXEOLF NH\V +RZHYHU WKH ZD\WKHVHUYHU YH
FRPSOLFDWHG FRQVWUXFWLRQ ZKHUH ERWK WKH VHUYHU DQG WKI
SXEOLF NH\V DQG WKHQ DQ +0$& LV FRPSXWHG 7KLV +0$& LV XQQ|
DGGLWLRQDO SURWHFWLRQ DV ZHOODV SRVVLEO\SURYLGLQJDQD
DWWDFN VLQFHQRZWKHUHDUHWZR QRQFHV EHLQJ XVHG DV ZHOO
+03%& 6+3%

&RS\WKHH[LVWLQJ56% EDVHG SURWRFRO XVHG WR SHUIRUP KLGGH(
WKLVLVD FRUHSDUWRI7RUKLGGHQ VHUYLFHV EUHDNLQJWKLV SUR
7TRUKLGGHQ VHUYLFHVDVDZKROH 'RQRWLQWURGXFHDGGLWLRQD(
LWLV QHHGHG

_5LFRFKHW 6HFXULW\ $VVHVVPHQW
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Vulnerability
Risk

Identifier
Category
Target

Impact

Description

Recommendation

Access To Local Socket Can Steal 32-Byte Files

Informational ,PSDFW /RZ ([SORLWDELOLW\ /RZ
1&& 5LFRFKHW 6HFXULW\ $XGLW

'DWD ([SRVXUH

WRU 7TRU&&RQWURO FSS

$ PDOLFLRXVY SURFHVV OLVWHQLQJ RQ ZKDW 5LFRFKHW EHOLHYHV |
UHTXHVW DQ\ E\WH ¢ OH IURP 5LFRFKHW 7KLV FRXOG EH XVHG IR
HIWUHPHO\IRUWXQDWH FLUFXPVWDQFHY FRPSURPLVLQJVHQVLWL"

([SORLWDWLRQRIWKLVYYXOQHUDELOLW\ZRXOGEHYHU\GLI¢FXOW I
7TRUFRQWURO VRFNHW

$V SDUWRI WKH SURWRFRO EHWZHHQ 5LFRFKHW DQG WKH 7RUELQDU
RYHUD ORFDO VRFNHW UHIHUUHG WR DV WKH 7RU FRQWURO SRUW

SsSFRRNLHttEDVHG DXWKHQWLFDWLRQ ZKHUHD VHFUHW YDOXHLYV V)
WR 7RURYHU WKHFRQWURO SRUW 7KHDXWKHQWLFDWLRQ PHVVDJH
SDWK IRUWKHFRRNLH ZKLFKLY SRWHQWLDOO\GDQJHURXV DV LW .
¢OHV 7KLV DWWDFNLVY PLWLIJDWHG E\D VLIHFKHFN WR YHULI\ WKLYV
KRZHYHU WKLV GRHV QRW SUHYHQW GLVFORVXUH RIDUELWUDU\ E

340 AINQMFTUPBWPBEWVMOFSBCXMBBO DQSPDFTT
341 MIJTUFOBOXHIBXFUIJOLTUIFDPOUSPAMSDPV MEJDL
342 VTIJOUPFOEJOHDPOUF®UGBEOBSCJIJUSBIMF

sas | if (cookie.size() == 32)

344 data = auth->build(cookie);

us |else

346 cookieError = QStringlLiteral("Unexpected file size");

6WRUHDOO FRRNLH ¢OHVLQDVSHFL{FGLUHFWRU\ RUD ZKLWHOLV\
WKDW WKH FRRNLH ¢ OHUHTXHVWHGLVLQDYDOLG GLUHFWRU\

$ PRUH FRPSUHKHQVLYH DSSURDFK ZRXOG EH WR HOLPLQDWH XVLQ

RSDTXHUHIHUHQFH VXFKDVDKDVK KRZHYHU WKLVZRXOGUHTXLU
SURWRFRO

_5LFRFKHW 6HFXULW\ $VVHVVPHQW
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Vulnerability Host Verification Weak Against State Level Adversaries
Risk Informational ,PSDFW +LJK ([SORLWDELOLW\ /RZ
Identifier 1&& 5LFRFKHW 6HFXULW\ $XGLW
Category & U\SWRJUDSK\

Impact $Q DWWDFNHU ZKR LV DEOH WR FUHDWH D NH\SDLU ZKRVH SXEOLF Nt
KRVWQDPHRIDWDUJHWHG KLGGHQ VHUYLFH ZLOOEHDEOHWRLPSHI
LVQRWDQLVVXH XQLTXHWRSLFRFKHW EXWLVDQLVVXHZLWK 7RU |

Description 7RU KLGGHQ VHUYLFHV DUHDXWKHQWLFDWHG XVLQJ WKH ¢(UVW EL
VHUYLFHtVY SXEOLF NH\ :KLOHWKHUHDUH QR SXEOLFO\NQRZQ DWWI
UHDVRQV ZK\ WKLV PD\EH ZRUU\LQJ

| 3V 5LFRFKHWLVDQDQRQ\PRXVPHVVDIJLQJDSSOLFDWLRQ GHVLJQF
QHHGVWRLQFOXGH VWDWH OHYHO DGYHUVDULHV

| 6+$ LV QR ORQJHU FRQVLGHUHG WR EH FU\SWRJUDSKLFDOO\ VYV
GHPRQVWUDWHG ZHDNQHVVHV LQ LWV FROOLVLRQ UHVLVWDQFH
KDYHEHWWHUDWWDFNV WKDQ WKHSXEOLFO\NQRZQRQHV ,QDGG
KDOIRIWKH6+% KDVK ZKLFKIXUWKHU UHGXFHV WKH GLI¢FXOW\RI

| 7KH 56% NH\V XVHG LQ 7RU DUH ELW NH\V ZKLFK DUH QR ORQJH
DJDLQVW VWDWH OHYHO DGYHUVDULHV

Recommendation :RUN ZLWK 7RU WR LPSURYH WKH VHFXULW\ RI KLGGHQ VHUYLFHYV
RYHUKDXOLQJ KLGGHQ VHUYLFHV WR XVH VWURQJHU FU\SWRJUDS'
LPSOHPHQWLQJ DGGLWLRQDO YHUL¢(¢FDWLRQ VXFK DV KDYLQJ WKH
KDVK RUDG6+$ KDVK RI WKH SXEOLF NH\

_5LFRFKHW 6HFXULW\ $VVHVVPHQW
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Vulnerability Lack of Application Layer Message Encryption
Risk Informational ,PSDFW OHGLXP ([SORLWDELOLW\ /RZ
Identifier 1&& 5LFRFKHW 6HFXULW\ $XGLW
Category & U\SWRJUDSK\

Impact $Q DWWDFNRQ WKH 7RUKLGGHQ VHUYLFHV WUDQVSRUW OD\HU PD\ D
PHVVDJH PHWDGDWD

Descripton OHVVDJHV SDVVHG RYHU 5LFRFKHW DUH RQO\ SURWHFWHG E\ WKH |
KLGGHQ VHUYLFHV WUDQVSRUW OD\HU $V BV FOMNVFRIQ EGHRSF K © HADK
SS&RQQHFWLRQV DUH HQFU\SWHG HQG WR HQG XVLQJ WKH VHUYH!I
SURYLGH IRUZDUG VHFUHF\ tt

+RZHYHU 7RU KLGGHQ VHUYLFHV KDYH EHHQ VXEMHFWHG WR YDULR
GHJUHHV RI VXFFHVV :KHWKHU RU QRW WKHVH DWWDFNV ZHUH VXF
LWtV FRPPRQO\DFFHSWHG WKDW DGYHUVDULHV DUHLQYHVWLQJ VXE
VHUYLFHY ,Q RUGHU WR PD[LPL]JH SURWHFWLRQDJDLQVW VWDWH O}l
QH[WJHQHUDWLRQRIKLGGHQ RQLRQVHUYLFHV SURWRFRO WRDGG L
LWPD\EHEHQH,FLDOWRDGG DSSOLFDWLRQ OD\HU HQFU\SWLRQ RI
LV DOUHBSHRQHDWXUISURSRWVVQJI H[DFWO\ WKDW

Recommendation &RQVLGHU OD\HULQJ VWURQJ DSSOLFDWLRQ OD\HU HQFU\SWLRQ R
WUDQVSRUW OD\HU HQFU\SWLRQ 5HYLHZ WKH DIRUHPHQWLRQHG
YLDELOLW\

_5LFRFKHW 6HFXULW\ $VVHVVPHQW


https://github.com/ricochet-im/ricochet/blob/master/doc/protocol.md
https://github.com/ricochet-im/ricochet/issues/72

nccoroup”

Vulnerability Unexploitable Buffer Overread in CryptoKey: : loadFromData
Risk Informational ,PSDFW +LJK ([SORLWDELOLW\ 1RQH
Identifier 1&& 5LFRFKHW 6HFXULW\$XGLW
Category 'DWD 9DOLGDWLRQ
Target XWLOV &U\SWR.H\ FSS

Impact :KLOH WKLV LV FXUUHQWO\ XQH[SORLWDEOH LI FRGHLV UHIDFWRUFL
LQDGLIITHUHQW IRUPDW VXFKWKDW LW KLWYV WKHYXOQHUDEOH SDW
EXITHURYHUUHDG ZRXOG RFFXU OLNHO\OHDGLQJWR D FUDVK

Description , @ryptoKey: :loadFromData() WKH IROORZLQJFRGH LV XVHG WR SDUVH D 3(0

75 if (format == PEM) {

76 BIO *b = BIO_new_mem_buf((voidx*)data.constData(), -1);

77

8 if (type == PrivateKey)

79 key = PEM_read_bio_RSAPrivateKey(b, NULL, NULL, NULL);
80 else

& key = PEM_read_bio_RSAPublicKey(b, NULL, NULL, NULL);
82

83 BIO_free(b);

,Q WKH DERYH FR@HOMEWLEBIBW() LV FDOOHG ZLWK D OHQJWK SDUDP
LQGLFDWLQJWKDW WKHOHQJWK RIWKH EXII$tbI¥KRRQ &/KH ERSKXO D
GDWD +RZHYHU WKH LQSXW G DWByte@rYK L ¥ KALIFKHL VVQIR\R R ®D UD Q W H
WR EH QXOO WHUPLQDWHG IRU LQVW MByEEAraK:H RoRRAWMBIAH G XVLQJ W
PHWKRG ,I D QRQ QXOO WHUPLQDWHG EXIIHU ZDVsSURYLGHG DV \
ZRXOG FRQWLQXH UHDGLQJ SDVW WKHHQG RI WKH EXIIHU SRVVLEO\

&EXUUHQWO\ WKH R QIdadr QoM Ed WIL\RIQERHi ddenServiceChannel : :hand
leProof() ZKLFKLV XQH[SORLWDEOHIRUWZR UHDVRQV

| 7KH EXIIHU LV FRQVWU X FW HBy teNrr &4 WARDE WIDXOWRU JXDUDQWHH
WHUPLQDWLRQ fromRaNI&taU)W K D Q

| 7KH LQYRFDWaRNRLa() VHWY WKH IRUPDW SEyptbrey:WERU W R
PHDQLQJWKH YXOQHUDEOH VHFWLRQ LV FXUUHQWO\GHDG FRGH

Recommendation 6LQFH WKH GDWD LV E@BytzArYay RUKB Y Q]B LV DO UHEIG havQieZ Q VR
buf() FRXOG EH FDOOHG DV

‘ BIO *b = BIO_new_mem_buf((void*)data.constData(), data.size());

+RZHYHU DV WKLV FRGHLV FXUUHQWO\XQXVHG LWFRXOGDOVR MX

_5LFRFKHW 6HFXULW\ $VVHVVPHQW
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Vulnerability
Risk

Identifier
Category

Impact

Description

Recommendation

Configuration/Metadata Files Stored on Disk Unencrypted
Informational ,PSDFW /RZ ([SORLWDELOLW\ /RZ
1&& 5LFRFKHW 6HFXULW\ $XGLW

'DWD ([SRVXUH

$Q DWWDFNHU ZLWK DFFHVV WR WKH ORFDO (OHV\VWHP PD\ EH DE
FRQ¢IJXUDWLRQ RUPHWDGDWD (OHV XVHG E\ 5LFRFKHW 7KHVH VH)
DERXWNQRZQ FRQWDFWYV DV ZHOODV WKH FRQ¢{JIJXUDWLRQ RISLFERF

, QD WKUHDW PRGHO WKDW LQFOXGHYVY VWDWH OHYHO DGYHUVDULHYV
EHUXOHG RXW DQGDV VXFK WKHWKUHDWRIDQDGYHUVDU\VHL]LQ
WKH GULYH FRQWHQWY VKRXOG EHWDNHQ VHULRXVO\

WLV ZRUWK QRWLQJ WKDW LI WKHDGYHUVDU\ LY DEOH WR ZULWH V
PRUHVHYHUHDWWDFNV DUH SRVVLEOH

5LFRFKHW VWRUHV YDULRXV SLHFHV RI LQIRUPDWLRQ RQ WKH ¢ OH\
VHWWLQJV ¢ OHV ZKLFKFRQWDLQ NQRZQ FRQWDFWYV WKHFRRNLH ¢
FRQWURO SRUW DQG WKH WRUUF ¢OH XVHG WR PDLQWDLQ WKH 7RU

:KLOHDQDWWDFNHU ZLWK ZULWHDFFHVV WR WKH ¢ OHV\VWHP FRXO
V\VWHP LWVHOI DQ DWWDFNHU ZLWK UHDG DFFHVV IRULQVWDQFH
DSSOLFDWLRQ WKDW DOORZV (OH GLVFORVXUH ZRXOG EHDEOH WR

‘KHQ SRVVLEOH HQFU\SW VHQVLWLYH ¢OHV ZKHQ VWRULQJ WKHP RC
ZLWK WKH WKUHDW RI D VWDWH OHYHODGYHUVDU\ WKHVH VKRXOG E
ZLWK D NH\ FUHDWHG IURP D SDVVZRUG HQWHUHG DW UXQWLPH XVLQ
GHULYDWLRQ IXQFWLRQ

$vV D VKRUW WHUP PLWLJDWLRQ FRQVLGHU XVLQJWKH 26 XVHU DFFR
¢OHV 127( 7KLV GRHV QRW GHIHQG DJDLQVW DWWDFNV ZKHUH DGY
ODSWRS EXW ZRXOG SURWHFW WKH ¢(¢OHV ZLWKRXW UHTXLULQJ D VH
VWDUW

JRU VRPH RI WKHVH IRULQVWDQFH WKH WRUUF ¢OH WKLV PD\ QF
FKDQJHV WR 7RU

_5LFRFKHW 6HFXULW\ $VVHVVPHQW



$SSHQGL[$ 9XOQHUDELOLW\ )L MOTOIeY@ L WL R

7KHIROORZLQJVHFWLRQV GHVFULEHWKHULVNUDWLQJDQG FDWHJRU\DVVLIJQHG W

Risk Scale

1&& *URXS XVHV D FRPSRVLWH ULVN VFRUH WKDW WDNHV LQWR DFFRXQW WKH VHYH
XVHU SRSXODWLRQ WHFKQLFDO GLI¢(FXOW\RIH[SORLWDWLRQ DQG RWKHU IDFWRU
SULRULWL]DWLRQ IRUDGGUHVVLQJ YXOQHUDELOLWLHYV (YHU\RUJDQL]DWLRQ KDV [
UHFRPPHQGDWLRQVDUHPRUHUHODWLYHWKDQDEVROXWHJXLGHOLQHV

Overall Risk

2YHUDOO ULVN UHAHFWYV 1&& *URXStV HVWLPDWLRQ RI WKH ULVN WKDW D YXOQHUDE
WDNHV LQWR DFFRXQW WKHLPSDFW RIWKHYXOQHUDELOLW\ WKH GLI¢FXOW\RIHJ[SC

Critical ,PSOLHVDQLPPHGLDWH HDVLO\DFFHVVLEOH WKUHDW RIWRWDO FRPSUR

High ,PSOLHV DQ LPPHGLDWH WKUHDW RI VIVWHP FRPSURPLVH RU DQ HDVLO\
EUHDFK

Medium $ GLI(FXOW WR H[SORLW WKUHDW RI ODUJH VFDOH EUHDFK RU HDV\ FRP
DSSOLFDWLRQ

Low ,PSOLHVDUHODWLYHO\PLQRUWKUHDW WR WKHDSSOLFDWLRQ

Informational 1R LPPHGLDWH WKUHDW WR WKH DSSOLFDWLRQ bOD\ SURYLGH VXJJHVWL
IXQFWLRQDO LVVXHV ZLWK WKH DSSOLFDWLRQ RU FRQGLWLRQV WKDW
YXOQHUDELOLW\

Impact

,PSDFWUHAHFWV WKHHIITHFWV WKDW VXFFHVVIXO H[SORLWDWLRQ XSRQWKH WDUJHV
ORVVHV RIFRQ¢GHQWLDOLW\ LOQWHJULW\DQGDYDLODELOLW\ DVZHOODV SRWHQW

High $WWDFNHUV FDQ UHDG RUPRGLI\DOO GDWD LQ D VA\VWHP H[HFXWHDUELW
WKHLU SULYLOHJHV WR VXSHUXVHU OHYHO

Medium $WWDFNHUV FDQ UHDG RU PRGLI\VRPH XQDXWKRUL]JHG GDWD RQ D V\VWHF
JDLQ VLIQL¢(¢FDQW LQWHUQDO WHFKQLFDO LQIRUPDWLRQ

Low $WWDFNHUV FDQ JDLQ VPDOO DPRXQWV RI XQDXWKRUL]JHG LQIRUPDWL
SHUIRUPDQFH OD\KDYHD QHJDWLYH SXEOLF SHUFHSWLRQ RIVHFXULW\

Exploitability
([SORLWDELOLW\UHAHFWY WKHHDVH ZLWK ZKLFK DWWDFNHUV PD\H[SORLW D YXOQF

UHTXLUHG DYDLODELOLW\RIH[SORLWDWLRQ LQIRUPDWLRQ UHTXLUHPHQWYVY UHOD
IRUFLQJ HWF DQG RWKHULPSHGLPHQWYVY WR H[SORLWDWLRQ

High $WWDFNHUV FDQ XQLODWHUDOO\ H[SORLW WKH YXOQHUDELOLW\ ZLWKTF
URDGEORFNYV

Medium $WWDFNHUV ZRXOG QHHG WR OHYHUDJH D WKLUG SDUW\ JDLQ QRQ SXE
FRQGLWLRQ DOUHDG\ KDYH SULYLOHJHG DFFHVV RU RWKHUZLVH RYHUF
H[SORLW WKH YXOQHUDELOLW\

Low ([SORLWDWLRQUHTXLUHV LPSODXVLEOH VRFLDOHQJLQHHULQJ D GLI¢FX!
JXHVV GDWD RULVRWKHUZLVH XQOLNHO\

5LFRFKHW 6HFXULW\$VVHVVPHQW
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Category

1&8& *URXS JURXSV YXOQHUDELOLWLHY EDVHG RQ WKH VHFXULW\ DUHD WR ZKLFK Wk
RUJDQL]DWLRQVLGHQWLINJIJDSVLQ VHFXUHGHYHORSPHQW GHSOR\PHQW SDWFKLQ

Access Controls
Auditing and Logging
Authentication
Configuration
Cryptography

Data Exposure

Data Validation
Denial of Service
Error Reporting
Patching

Session Management

Timing

5HODWHG
5HODWHG
5HODWHG
5HODWHG
5HODWHG
5HODWHG
5HODWHG
5HODWHG
5HODWHG
5HODWHG
5HODWHG
5HODWHG

WR
WR
WR
WR
WR
WR
WR
WR
WR
WR
WR
WR

DXWKRUL]JDWLRQ RI XVHUVY DQG DVVHVVPHQW RI ULJK\
DXGLWLQJRIDFWLRQV RUORJILQJRISUREOHPV
WKHLGHQWL(FDWLRQ RI XVHUYV

VHFEFXULW\ FRQ¢{IXUDWLRQV RIVHUYHUV GHYLFHV RU
PDWKHPDWLFDO SURWHFWLRQV IRU GDWD
XQLQWHQGHG H[SRVXUHRIVHQVLWLYHLQIRUPDWLRQ
LPSURSHU UHOLDQFH RQ WKH VWUXFWXUH RU YDOXHYV
FDXVLQJ VI\VWHP IDLOXUH

WKHUHSRUWLQJRIHUURU FRQGLWLRQVLQDVHFXUH I
NHHSLQJ VRIWZDUH XS WR GDWH
WKHLGHQWL,;FDWLRQ RIDXWKHQWLFDWHG XVHUYV
UDFHFRQGLWLRQV ORFNLQJ RURUGHURIRSHUDWLR

_5LFRFKHW 6HFXULW\ $VVHVVPHQW
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$SSHQGL[ % )X]]LQJ nccoroup”

$)/ ZDV XVHG IRU IX]]LQJ RI WKH DSSOLFDWLRQ DQG D VLPSOH 3\WKRQ FOLHQW ZDV

5LFRFKHW

,QRUGHUWRDOORZ $)/ WRNHHSWUDFNRIXQLTXHFRGH SDWKV 5LFRFKHW QHHGV WF
GHYHORSPHQW WKHIROORZLQJVQLSSHWY ZHUHDGGHG WRWKHIROORZLQJ (OHV

&RQQHFWLRQ FSSZDVHGLWHG WR H[LWWKHDSSOLFDWLRQ JUDFHIXOO\DIWHU WKH

void ConnectionPrivate: :socketReadable()
{

char quit[] = "exitgracefully";

char done[21];

socket->peek(done, 21);

if (stremp(quit, done) == 0)

{

exit(0);
}
if (!handshakeDone) ({

$XWK+LGGHQ6HUYLFH&KDQQHO FSSZDVHGLWHG WRDFFHSWLQYDOLG VLIQDWXUH\

void AuthHiddenServiceChannel: :handleProof(const Data: :AuthHiddenService: :Proof &message)

if (lok) {
gwWarning() << "Signature verification failed on" << type();
result->set_accepted(true);

} else {

result->set_accepted(true);

gDebug() << type() << "accepted inbound authentication for" << publicKey.torServicelD();

8VHU,GHQWLW\ FSSZDVHGLWHG WRKDYHS5LFRFKHWDOZD\VOLVWHQRQD

Userldentity: :Userldentity(int id, QObject *parent)

(FOFSBMMZ UIFTF BSF OPU VTFE BOE XF CJOE UP MPDBMIPTU BOE QPS
GPS BO BVUPNBUJD BOE QPSUBCMF TFMFDUJPO

QHostAddress address(m_settings—>read("locallistenAddress").toString());
if (address.isNull())

address = QHostAddress: :LocalHost;

quint16 port = (quint16)m_settings->read("locallistenPort").tolInt();
port = 55555;

SUHGLFW

KWWS OFDPWXI FRUHGXPS F[ DA
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7KH 3\WKRQ FOLHQW WDNHV WKH FRQWHQW RID ¢ OHDVLQSXW JHQHUDWHG E\$)/ DQ
,Q WKLV YHUVLRQ RI WKH IX]]JHU WKH IX]]JHG VWULQJLVLQVHUWHG LQWR WKH FKDW P
WHVW GLITHUHQW ¢HOGV LQ GLIIHUHQW SDUWV RI WKH5LFRFKHW SURWRFRO

import socket

import sys

import time

import os

import base64

import ricochet_pb2

import Crypto.Signature.PKCS1_v1_5
import Crypto.PublicKey.RSA
import Crypto.Hash.SHA
import Crypto.Hash.SHA256
import Crypto.Hash.HMAC
import struct

msgVersions = bytearray([0x49, 0x4d, 0x02, 0x01, 0x00])
quit = ("exitgracefully" + "\@").encode('ascii')
keyFile = "private_key.pem"

derFile = "private_key.der"

serverName = "xiTtoy4inzyT7nyjx.onion"

def OnionAddr(publicKey):
h = Crypto.Hash.SHA.new(publicKey).digest()
onion = base64.b32encode(h[:10]).decode( 'ascii').lower()
return onion + ".onion"

def GetClientName():
return OnionAddr (GetDERPublicKey())

def GetDERPublicKey():
f = open(derFile, "rb")
return f.read()

def MakePacket(channelld, payload):
size = len(payload) + 4
if (size > 65535):
raise ValueError("payload is too long")
if (channelld > 65535):
raise ValueError("Channelld is too large")
bSize = struct.pack('>h', size)
bChan = struct.pack('>h', channelld)
packet = bSize + bChan + payload
return packet

def ParsePacket(packet):
channel = int.from_bytes(packet[2:4], byteorder='big"')
return channel, packet[4:]

def GenerateProof(clientHost, serverHost, clientCookie, serverCookie):
key = (clientCookie + serverCookie)
data = (clientHost[:16] + serverHost[:16]).encode( 'ascii')
mac = Crypto.Hash.HMAC.new(key, data, Crypto.Hash.SHA256)
return mac.digest()

def SignProof(proof):
key = Crypto.PublicKey.RSA.importKey(open(keyFile).read())
signer = Crypto.Signature.PKCS1_v1_5.new(key)

5LFRFKHW 6HFXULW\$VVHVVPHQW
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de

de

de

if

h = Crypto.Hash.SHA256.new(proof)
signature = signer.sign(h)
return signature

f GenerateOpenChannelPacket(chType, chld, extensions):
opChan = ricochet_pb2.0penChannel()
opChan.channel_identifier = chId
opChan.channel_type = chType
for e in extensions:

opChan.Extensions[e] = extensions[e]
ctrlPacket = ricochet_pb2.ControlPacket()
ctrlPacket.open_channel .MergeFrom(opChan)
payload = ctrlPacket.SerializeToString()
return MakePacket(9,payload)

f GenerateProofPacket(chld, clientCookie, serverCookie):
proofMsg = ricochet_pb2.AuthHSProof()

proofMsg.public_key = GetDERPublicKey()
proofMsg.signature = SignProof(GenerateProof(GetClientName(), serverName, clientCookie, serverCooki

e))

proofPacket = ricochet_pb2.AuthHSPacket()
proofPacket . proof . MergeFrom(proofMsg)
payload = proofPacket.SerializeToString()
return MakePacket(chId, payload)

f GenerateChatPacket(chId, message):
chatMsg = ricochet_pb2.ChatMessage()
chatMsg.message_text = message
chatPacket = ricochet_pb2.ChatPacket()
chatPacket .chat_message . MergeFrom(chatMsg)
payload = chatPacket.SerializeToString()
return MakePacket(chId, payload)

__name__ == "__main__
filename = sys.argv[1]
pid = int(sys.argv[2])

print("Got PID: " + str(pid))
print("starting client, reading from

+ filename)

f = open(filename, 'rb')
afl = f.read()

f.close()
authChannel =
chatChannel = 7
time.sleep(1)

|
(]

sock = socket.socket()
sock.connect(("127.0.0.1", 55555))

sock .send(msgVersions)
resp = sock.recv(256)

0O0QFO BVUI DIBOOTFM

clientCookie = os.urandom(16)
msg = GenerateOpenChannelPacket("im.ricochet.auth.hidden-service", authChannel, {ricochet_pb2.clien

t_cookie : clientCookie})
sock .send(msg)
resp = sock.recv(1024)

_5LFRFKHW 6HFXULW\ $VVHVVPHQW
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$I FDL JG DIBOOFM PQFOTFE
channel, payload = ParsePacket(resp)
if channel ==
response = ricochet_pb2.ControlPacket()
response . ParseFromString(payload)
if not response.channel_result.opened:
print("Channel did not open")
serverCookie = response.channel_result.Extensions|[ricochet_pb2.server_cookie]

(FOFSBUF QSPPG
msg = GenerateProofPacket(authChannel, clientCookie, serverCookie)
sock .send(msg)
resp = sock.recv(1024)
channel, payload = ParsePacket(resp)
if channel == authChannel:
response = ricochet_pb2.AuthHSPacket()
response . ParseFromString(payload)
print("Accepted: " + str(response.result.accepted))
print("Known: " + str(response.result.is_known_contact))

0O QFO DIBU DIBOOTFWM
msg = GenerateOpenChannelPacket("im.ricochet.chat", chatChannel, {})
sock .send(msg)
resp = sock.recv(1024)
channel, payload = ParsePacket(resp)
if channel ==

response = ricochet_pb2.ControlPacket()

response . ParseFromString(payload)

if not response.channel_result.opened:

print("Channel did not open")

4 FOE B DIBU NFTTBHF XJUI "'"- QBZMPBE
msg = GenerateChatPacket(chatChannel, afl)
sock .send(msg)

time.sleep(1)
sock.send(quit)

JLQDOO\ DODXQFKHU ZDV ZULWWHQLQ & 7KLVVPDOO ODXQFKHULVFRPSLOHG ZLWK
WKH 3\WKRQ FOLHQW WKDW ZLOO VHQG WKH IX]]JHG SDFNHW WR 5LFRFKHW

JODMVEF TUEJP |
JODMVEF TUEMJC I
JODMVEF VOJTUE I
JODMVEF TUSJOH

int main(int argc, charkx argv, char *xarge)
{
char xcmd[] = { "ricochet" };
char launcher[100];
int pid = getpid();
sprintf(launcher, "python3.4 client.py %s %d &", argv[1], pid);
system(launcher);
execve("ricochet/ricochet", cmd, arge);
return(Q);

2QFH EXLOW IX]]LQJFDQEHVWDUWHG ZLWK
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afl-fuzz -t 25000+ -m none -i seeds/ —o output/ ./launcher @@ |

1&8& *URXS UHFRPPHQGVY WKDW WKH IX]JHU FRQWLQXH WR EHUXQ RQ GLIITHUHQW ¢(¢HOC
LGHDOO\RYHU H{IWHQGHG SHULRGV RIWLPH
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