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Evaluation: �5�L�F�R�F�K�H�W�t�V �L�Q�S�X�W �Y�D�O�L�G�D�W�L�R�Q �Y�D�U�L�H�V �J�U�H�D�W�O�\ �G�H�S�H�Q�G�L�Q�J �R�Q �Z�K�D�W �O�D�\�H�U �L�V �E�H�L�Q�J �H�[�D�P�L�Q�H�G��

�| �$�W �W�K�H �S�U�R�W�R�F�R�O �O�D�\�H�U�� �W�K�H�U�H �D�U�H �D �Q�X�P�E�H�U �R�I �F�K�H�F�N�V �W�R �H�Q�V�X�U�H �W�K�D�W �L�Q�F�R�P�L�Q�J �P�H�V�V�D�J�H�V �D�U�H �S�U�R�S�H�U�O�\ �V�L�]�H�G�� �D�Q�G �D�U�H
�Y�D�O�L�G �D�F�F�R�U�G�L�Q�J �W�R �W�K�H �S�U�R�W�R�F�R�O �V�W�D�W�H �P�D�F�K�L�Q�H�� �7�K�H�V�H �L�Q�F�O�X�G�H �V�W�U�R�Q�J �G�H�I�H�Q�V�L�Y�H �S�U�R�J�U�D�P�P�L�Q�J �W�H�F�K�Q�L�T�X�H�V�� �V�X�F�K �D�V
�H�Q�V�X�U�L�Q�J �W�K�D�W �D �F�R�Q�Q�H�F�W�L�R�Q�t�V �F�K�D�Q�Q�H�O �L�V �W�K�H �H�[�S�H�F�W�H�G �Y�D�O�X�H��

�| �$�W �W�K�H �D�S�S�O�L�F�D�W�L�R�Q �O�D�\�H�U�� �L�Q�S�X�W �Y�D�O�L�G�D�W�L�R�Q �L�V �O�D�F�N�L�Q�J�� �9�X�O�Q�H�U�D�E�L�O�L�W�L�H�V �V�X�F�K �D�V�¿�Q�G�L�Q�J �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W��������
�R�Q �S�D�J�H �����R�U�¿�Q�G�L�Q�J �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W�������� �R�Q �S�D�J�H �����P�D�\ �F�R�P�S�U�R�P�L�V�H �W�K�H �S�U�L�Y�D�F�\ �R�I �D �X�V�H�U�� �G�X�H �W�R
�L�Q�V�X�I�¿�F�L�H�Q�W �Y�D�O�L�G�D�W�L�R�Q �R�I �W�K�H �F�R�Q�W�H�Q�W�V �R�I �P�H�V�V�D�J�H�V��

Recommendation:

�| �$�W �W�K�H �S�U�R�W�R�F�R�O �O�D�\�H�U�� �F�R�Q�W�L�Q�X�H �X�V�L�Q�J �G�H�I�H�Q�V�L�Y�H �S�U�R�J�U�D�P�P�L�Q�J �W�H�F�K�Q�L�T�X�H�V�� �V�X�F�K �D�V �F�K�H�F�N�L�Q�J �W�K�D�W �D�Q�\ �S�U�R�W�R�F�R�O���O�H�Y�H�O
�V�W�D�W�H �F�K�D�Q�J�H�V �D�U�H �D�O�O�R�Z�H�G�� �L�Q�F�R�P�L�Q�J �U�H�T�X�H�V�W�V �D�U�H �Z�H�O�O���I�R�U�P�H�G�� �L�Q�F�R�P�L�Q�J �P�H�V�V�D�J�H�V �D�U�H �R�Q �W�K�H �F�R�U�U�H�F�W �F�K�D�Q�Q�H�O�� �L�Q��
�F�R�P�L�Q�J �U�H�T�X�H�V�W�V �R�Q �D �F�K�D�Q�Q�H�O �D�U�H �R�Q �W�K�H �F�R�U�U�H�F�W �F�R�Q�Q�H�F�W�L�R�Q�� �D�Q�G �V�R �I�R�U�W�K�� �3�D�U�W�L�F�X�O�D�U �F�D�U�H �V�K�R�X�O�G �E�H �W�D�N�H�Q �Z�K�H�Q�H�Y�H�U
�D �F�K�D�Q�J�H �W�R �W�K�H �X�Q�G�H�U�O�\�L�Q�J �F�R�Q�Q�H�F�W�L�R�Q �R�E�M�H�F�W �I�R�U �D �F�K�D�Q�Q�H�O �L�V �P�D�G�H ���W�K�L�V �L�V �G�R�Q�H �Y�H�U�\ �U�D�U�H�O�\���� �D�V �D �P�L�V�W�D�N�H �K�H�U�H �F�R�X�O�G
�O�H�D�G �W�R �P�H�V�V�D�J�H�V �J�R�L�Q�J �W�R �D �G�L�I�I�H�U�H�Q�W �S�D�U�W�\��

�| �$�W �W�K�H �D�S�S�O�L�F�D�W�L�R�Q �O�D�\�H�U�� �D�S�S�O�\ �V�W�U�L�F�W �Y�D�O�L�G�D�W�L�R�Q �W�R �D�O�O �X�V�H�U �L�Q�S�X�W�� �$�J�D�L�Q�� �G�H�I�H�Q�V�L�Y�H �S�U�R�J�U�D�P�P�L�Q�J �F�D�Q �E�H �X�V�H�G �K�H�U�H��
�E�\ �F�R�P�E�L�Q�L�Q�J �D �Z�K�L�W�H�O�L�V�W �D�S�S�U�R�D�F�K �R�I �D�O�O�R�Z�D�E�O�H �L�Q�S�X�W �Z�L�W�K �F�R�Q�W�H�[�W���D�S�S�U�R�S�U�L�D�W�H �H�Q�F�R�G�L�Q�J �R�I �S�R�W�H�Q�W�L�D�O�O�\ �G�D�Q�J�H�U�R�X�V
�F�K�D�U�D�F�W�H�U�V �E�H�I�R�U�H �W�K�H�\ �D�U�H �X�V�H�G�� �)�R�U �P�R�U�H �L�Q�I�R�U�P�D�W�L�R�Q�� �V�H�H�¿�Q�G�L�Q�J �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W�������� �R�Q �S�D�J�H ����
�D�Q�G�¿�Q�G�L�Q�J �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W�������� �R�Q �S�D�J�H ������

�� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



Cryptography
As designed:

Needs improvement
As implemented:

Fair

Best Practice: �&�U�\�S�W�R�J�U�D�S�K�\ �L�V �R�Q�H �R�I �W�K�H �H�D�V�L�H�V�W �H�O�H�P�H�Q�W�V �W�R �J�H�W �Z�U�R�Q�J �L�Q �V�H�F�X�U�L�W�\�� �9�H�U�\ �V�P�D�O�O �P�L�V�W�D�N�H�V �L�Q �D�Q �L�P�S�O�H��
�P�H�Q�W�D�W�L�R�Q �F�D�Q �O�H�D�G �W�R �H�[�S�O�R�L�W�D�E�O�H �À�D�Z�V �W�K�D�W �D�O�O�R�Z �F�R�P�S�U�R�P�L�V�H �R�I �D�X�W�K�H�Q�W�L�F�L�W�\�� �D�Q�R�Q�\�P�L�W�\ �R�U �F�R�Q�¿�G�H�Q�W�L�D�O�L�W�\��

�%�H�F�D�X�V�H �R�I �W�K�L�V �D�F�F�H�S�W�H�G �G�L�I�¿�F�X�O�W�\�� �L�W �L�V �K�L�J�K�O�\ �U�H�F�R�P�P�H�Q�G�H�G �W�R �X�V�H �V�W�D�Q�G�D�U�G �L�P�S�O�H�P�H�Q�W�D�W�L�R�Q�V �R�I �F�U�\�S�W�R�J�U�D�S�K�L�F �W�H�F�K��
�Q�L�T�X�H�V�� �H�V�S�H�F�L�D�O�O�\ �W�K�R�V�H �W�K�D�W �K�D�Y�H �E�H�H�Q �H�[�W�H�Q�V�L�Y�H�O�\ �D�X�G�L�W�H�G �E�\ �W�K�H �F�U�\�S�W�R�J�U�D�S�K�\ �F�R�P�P�X�Q�L�W�\�� �,�Q �D�G�G�L�W�L�R�Q�� �S�U�R�W�R�F�R�O
�G�H�V�L�J�Q �V�K�R�X�O�G �D�L�P �W�R �H�O�L�P�L�Q�D�W�H �F�U�\�S�W�R�J�U�D�S�K�L�F �F�R�P�S�O�H�[�L�W�\�� �D�V �L�W �L�V �H�D�V�\ �W�R �F�R�P�E�L�Q�H �Z�K�D�W �D�U�H �R�W�K�H�U�Z�L�V�H �V�H�F�X�U�H �S�U�L�P�L�W�L�Y�H�V
�L�Q �D�Q �L�Q�V�H�F�X�U�H �Z�D�\��

�%�H�F�D�X�V�H �5�L�F�R�F�K�H�W �L�V �P�H�D�Q�W �W�R �E�H �D �P�H�V�V�D�J�L�Q�J �V�H�U�Y�L�F�H �I�R�U �W�K�R�V�H �Z�K�R �Q�H�H�G �D�Q�R�Q�\�P�L�W�\�� �L�W�V �W�K�U�H�D�W �P�R�G�H�O �V�K�R�X�O�G �L�Q�F�O�X�G�H
�V�W�D�W�H���O�H�Y�H�O �D�G�Y�H�U�V�D�U�L�H�V�� �Z�K�R �P�D�\ �K�D�Y�H �F�U�\�S�W�D�Q�D�O�\�W�L�F �W�H�F�K�Q�L�T�X�H�V �E�H�\�R�Q�G �H�Y�H�Q �Z�K�D�W �L�V �S�X�E�O�L�F�O�\ �N�Q�R�Z�Q�� �$�V �V�X�F�K�� �L�W �L�V
�K�L�J�K�O�\ �U�H�F�R�P�P�H�Q�G�H�G �W�R �X�V�H �W�K�H �P�R�V�W �X�S���W�R���G�D�W�H �H�Q�F�U�\�S�W�L�R�Q �V�F�K�H�P�H�V�� �D�Q�G �O�D�\�H�U �H�Q�F�U�\�S�W�L�R�Q �Z�K�H�Q �W�K�D�W �L�V �Q�R�W �S�R�V�V�L�E�O�H��
�,�Q �D�G�G�L�W�L�R�Q�� �V�W�D�W�H���O�H�Y�H�O �D�G�Y�H�U�V�D�U�L�H�V �P�D�\ �K�D�Y�H �W�K�H �D�E�L�O�L�W�\ �W�R �R�E�W�D�L�Q �S�K�\�V�L�F�D�O �D�F�F�H�V�V �W�R �W�K�H �P�D�F�K�L�Q�H�� �V�R �F�D�U�H �V�K�R�X�O�G �E�H
�W�D�N�H�Q �W�R �S�U�R�W�H�F�W �G�D�W�D �D�W �U�H�V�W �X�V�L�Q�J �F�U�\�S�W�R�J�U�D�S�K�\��

Evaluation: �5�L�F�R�F�K�H�W �S�U�R�Y�L�G�H�V �W�U�D�Q�V�S�R�U�W �O�D�\�H�U �V�H�F�X�U�L�W�\ �X�V�L�Q�J �7�R�U�t�V �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V���� �:�K�L�O�H �W�K�H�V�H �G�R �S�U�R�Y�L�G�H �F�U�\�S�W�R��
�J�U�D�S�K�L�F �S�U�R�W�H�F�W�L�R�Q ���L�Q�F�O�X�G�L�Q�J �S�H�U�I�H�F�W �I�R�U�Z�D�U�G �V�H�F�U�H�F�\���� �V�H�Y�H�U�D�O �R�I �W�K�H �F�U�\�S�W�R�J�U�D�S�K�L�F �S�U�L�P�L�W�L�Y�H�V �W�K�H�\ �D�U�H �E�X�L�O�W �R�Q �D�U�H
�Q�R �O�R�Q�J�H�U �F�R�Q�V�L�G�H�U�H�G �V�W�U�R�Q�J�� �5�L�F�R�F�K�H�W �X�V�H�V �D �S�U�R�W�R�F�R�O �I�R�U �D�X�W�K�H�Q�W�L�F�D�W�L�Q�J �W�K�H �F�O�L�H�Q�W �W�R �W�K�H �V�H�U�Y�H�U �W�K�D�W �L�Q�W�U�R�G�X�F�H�V
�X�Q�Q�H�F�H�V�V�D�U�\ �F�U�\�S�W�R�J�U�D�S�K�L�F �F�R�P�S�O�H�[�L�W�\�� �,�Q �D�G�G�L�W�L�R�Q�� �Q�R �H�Q�F�U�\�S�W�L�R�Q �L�V �S�U�H�V�H�Q�W �R�Q �G�D�W�D �D�W �U�H�V�W��

Recommendation: �5�L�F�R�F�K�H�W �V�K�R�X�O�G �W�D�N�H �V�H�Y�H�U�D�O �V�W�H�S�V �W�R �L�P�S�U�R�Y�H �L�W�V �F�U�\�S�W�R�J�U�D�S�K�L�F �V�H�F�X�U�L�W�\��

�| �5�H�Z�R�U�N �W�K�H �K�R�V�W���Y�H�U�L�¿�F�D�W�L�R�Q�� �D�V �G�H�W�D�L�O�H�G �L�Q�¿�Q�G�L�Q�J �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W�������� �R�Q �S�D�J�H �����D�Q�G�¿�Q�G�L�Q�J �1�&�&��
�5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W�������� �R�Q �S�D�J�H ������

�| �$�G�G �D�S�S�O�L�F�D�W�L�R�Q���O�D�\�H�U �F�U�\�S�W�R�J�U�D�S�K�\�� �D�V �G�H�W�D�L�O�H�G �L�Q�¿�Q�G�L�Q�J �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W�������� �R�Q �S�D�J�H ������

�| �(�Q�F�U�\�S�W �V�H�Q�V�L�W�L�Y�H �G�D�W�D �D�W �U�H�V�W�� �D�V �G�H�W�D�L�O�H�G �L�Q�¿�Q�G�L�Q�J �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W�������� �R�Q �S�D�J�H ������

�,�Q �D�G�G�L�W�L�R�Q�� �L�W �Z�R�X�O�G �E�H �E�H�Q�H�¿�F�L�D�O �I�R�U �5�L�F�R�F�K�H�W �W�R �L�P�S�O�H�P�H�Q�W �&�K�D�Q�Q�H�O �%�L�Q�G�L�Q�J �Z�L�W�K �W�K�H �K�L�G�G�H�Q �V�H�U�Y�L�F�H �O�L�Q�N���O�D�\�H�U �H�Q��
�F�U�\�S�W�L�R�Q�� �%�\ �E�L�Q�G�L�Q�J �5�L�F�R�F�K�H�W�t�V �N�H�\ �H�[�F�K�D�Q�J�H �W�R �W�K�H �X�Q�G�H�U�O�\�L�Q�J �W�U�D�Q�V�S�R�U�W�� �R�Q�H �F�D�Q �E�H �D�V�V�X�U�H�G �W�K�D�W �E�R�W�K �S�D�U�W�L�H�V �R�I
�W�K�H �F�R�Q�Q�H�F�W�L�R�Q �D�U�H �F�R�P�P�X�Q�L�F�D�W�L�Q�J �R�Q �W�K�H �V�D�P�H �H�Q�F�U�\�S�W�H�G �F�R�Q�Q�H�F�W�L�R�Q �D�Q�G �I�X�U�W�K�H�U �P�L�W�L�J�D�W�H �I�R�U�Z�D�U�G�L�Q�J �R�U �P�D�Q���L�Q���W�K�H��
�P�L�G�G�O�H �D�W�W�D�F�N�V�� �,�Q �R�U�G�H�U �W�R �G�R �W�K�L�V�� �7�R�U �Z�R�X�O�G �Q�H�H�G �W�R �D�G�G �V�X�S�S�R�U�W �I�R�U �F�K�D�Q�Q�H�O �E�L�Q�G�L�Q�J�� �V�L�P�L�O�D�U �W�R �W�K�H�W�O�V���X�Q�L�T�X�H �F�K�D�Q�Q�H�O
�E�L�Q�G�L�Q�J �D�Y�D�L�O�D�E�O�H �L�Q �7�/�6��

Hardening/Sandboxing
As designed:

Needs improvement
As implemented:

Fair

Best Practice: �,�Q �R�U�G�H�U �W�R �S�U�H�Y�H�Q�W �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V �L�Q �D�Q �D�S�S�O�L�F�D�W�L�R�Q �I�U�R�P �E�H�L�Q�J �H�[�S�O�R�L�W�H�G�� �Y�D�U�L�R�X�V �P�L�W�L�J�D�W�L�R�Q �V�W�U�D�W�H�J�L�H�V
�F�D�Q �E�H �W�D�N�H�Q�� �7�K�H�V�H �L�Q�F�O�X�G�H �K�D�U�G�H�Q�L�Q�J �W�K�H �D�S�S�O�L�F�D�W�L�R�Q ���W�R �P�D�N�H �H�[�S�O�R�L�W�D�W�L�R�Q �R�I �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V �P�R�U�H �G�L�I�¿�F�X�O�W�� �D�Q�G
�V�D�Q�G�E�R�[�L�Q�J �W�K�H �D�S�S�O�L�F�D�W�L�R�Q ���W�R �O�L�P�L�W �W�K�H �L�P�S�D�F�W �R�I �V�X�F�F�H�V�V�I�X�O �H�[�S�O�R�L�W�D�W�L�R�Q����

�+�D�U�G�H�Q�L�Q�J �V�W�U�D�W�H�J�L�H�V �L�Q�F�O�X�G�H �W�K�H �X�V�H �R�I �D�G�G�U�H�V�V �V�D�Q�L�W�L�]�H�U ���Z�K�L�F�K �Z�L�O�O �F�D�X�V�H �W�K�H �D�S�S�O�L�F�D�W�L�R�Q �W�R �W�H�U�P�L�Q�D�W�H �Z�K�H�Q �P�H�P��
�R�U�\ �À�D�Z�V �D�U�H �G�H�W�H�F�W�H�G�� �D�O�W�K�R�X�J�K �W�K�L�V �L�Q�W�U�R�G�X�F�H�V �V�L�J�Q�L�¿�F�D�Q�W �S�H�U�I�R�U�P�D�Q�F�H �R�Y�H�U�K�H�D�G���� �D�V �Z�H�O�O �D�V �X�V�L�Q�J �F�R�P�S�L�O�H�U���O�H�Y�H�O
�K�D�U�G�H�Q�L�Q�J �À�D�J�V��

�6�D�Q�G�E�R�[�L�Q�J �V�W�U�D�W�H�J�L�H�V �L�Q�F�O�X�G�H �U�X�Q�Q�L�Q�J �W�K�H �D�S�S�O�L�F�D�W�L�R�Q �L�Q�V�L�G�H �D �F�R�Q�W�D�L�Q�H�U���V�D�Q�G�E�R�[ ���V�X�F�K �D�V �/�[�&�� ���'�R�F�N�H�U�� �I�R�U �/�L�Q�X�[�� �R�U
�$�S�S�&�R�Q�W�D�L�Q�H�U�� ���6�D�Q�G�E�R�[�L�H�� �I�R�U �:�L�Q�G�R�Z�V���� �R�U �R�S�H�U�D�W�L�Q�J �V�\�V�W�H�P �D�F�F�H�V�V �F�R�Q�W�U�R�O �S�U�R�¿�O�H�V ���V�X�F�K �D�V �$�S�S�$�U�P�R�U�� �I�R�U �/�L�Q�X�[
�R�U �6�H�D�W�E�H�O�W �I�R�U �2�6�;���L�2�6�� �W�R �U�H�V�W�U�L�F�W �Z�K�D�W �U�H�V�R�X�U�F�H�V �W�K�H �D�S�S�O�L�F�D�W�L�R�Q �K�D�V �D�F�F�H�V�V �W�R �D�Q�G �Z�K�D�W �R�S�H�U�D�W�L�R�Q�V �L�W �F�D�Q �S�H�U�I�R�U�P��

�� �K�W�W�S�V�������Z�Z�Z���W�R�U�S�U�R�M�H�F�W���R�U�J���G�R�F�V���K�L�G�G�H�Q���V�H�U�Y�L�F�H�V���K�W�P�O���H�Q
�� �K�W�W�S�V�������O�L�Q�X�[�F�R�Q�W�D�L�Q�H�U�V���R�U�J��
�� �K�W�W�S�V�������Z�Z�Z���G�R�F�N�H�U���F�R�P��
�� �K�W�W�S�V�������J�L�W�K�X�E���F�R�P���D�S�S�F���V�S�H�F
�� �K�W�W�S�������Z�Z�Z���V�D�Q�G�E�R�[�L�H���F�R�P��
�� �K�W�W�S�������Z�L�N�L���D�S�S�D�U�P�R�U���Q�H�W���L�Q�G�H�[���S�K�S���0�D�L�Q�B�3�D�J�H

�� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W

https://tools.ietf.org/html/rfc5929#section-3
https://tools.ietf.org/html/rfc5929#section-3
https://www.torproject.org/docs/hidden-services.html.en
https://linuxcontainers.org/
https://www.docker.com/
https://github.com/appc/spec
http://www.sandboxie.com/
http://wiki.apparmor.net/index.php/Main_Page


�3�U�R�W�H�F�W�L�Q�J �W�K�H �U�X�Q�Q�L�Q�J �7�R�U �L�Q�V�W�D�Q�F�H �L�V �S�D�U�D�P�R�X�Q�W �W�R �W�K�H �D�Q�R�Q�\�P�L�W�\ �R�I �5�L�F�R�F�K�H�W �X�V�H�U�V�� �6�D�Q�G�E�R�[�L�Q�J �V�W�U�D�W�H�J�L�H�V �F�R�X�O�G �E�H
�H�P�S�O�R�\�H�G �W�R �I�X�U�W�K�H�U �S�U�R�W�H�F�W �7�R�U�� �L�W�V �V�H�U�Y�L�F�H�V�� �D�Q�G �V�S�H�F�L�¿�F�D�O�O�\ �W�K�H �F�R�Q�W�U�R�O �S�R�U�W �Z�K�L�F�K�� �L�I �H�[�S�O�R�L�W�H�G�� �R�I�I�H�U�V �D�G�Y�H�U�V�D�U�L�H�V �W�K�H
�R�S�S�R�U�W�X�Q�L�W�\ �W�R �F�R�P�S�O�H�W�H�O�\ �F�R�P�S�U�R�P�L�V�H �W�K�H �D�Q�R�Q�\�P�L�W�\ �R�I �W�K�H �5�L�F�R�F�K�H�W �X�V�H�U�� �7�K�L�V �F�R�X�O�G �E�H �G�R�Q�H �E�\ �L�Q�M�H�F�W�L�Q�J �D �Q�H�Z �V�H�W
�R�I �P�D�O�L�F�L�R�X�V �'�L�U�H�F�W�R�U�\ �$�X�W�K�R�U�L�W�L�H�V �R�U �E�X�L�O�G�L�Q�J �D �S�D�W�K �W�R �D�Q �D�G�Y�H�U�V�D�U�\���R�Z�Q�H�G �5�H�Q�G�H�]�Y�R�X�V �3�R�L�Q�W �I�R�U �W�K�H �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V
�W�R �S�H�U�I�R�U�P �W�U�D�I�¿�F �D�Q�D�O�\�V�L�V �R�Q�� �7�K�H �D�I�R�U�H�P�H�Q�W�L�R�Q�H�G �K�D�U�G�H�Q�L�Q�J �W�R�R�O�V �F�D�Q �E�H �D�S�S�O�L�H�G �W�R �W�K�H �S�U�R�W�H�F�W �W�K�H �F�R�Q�W�U�R�O �S�R�U�W �V�X�F�K
�D�V �E�O�R�F�N�L�Q�J �D�O�O �7�&�3 �F�R�Q�Q�H�F�W�L�R�Q�V �W�R �W�K�H �F�R�Q�W�U�R�O �S�R�U�W �Y�L�D �D�Q �$�S�S�$�U�P�R�U�� �6�H�D�W�E�H�O�W �S�U�R�¿�O�H �D�Q�G �F�K�D�Q�J�L�Q�J �W�K�H �F�R�Q�W�U�R�O �S�R�U�W
�O�L�V�W�H�Q�H�U �W�R �U�X�Q �R�Q �D �8�Q�L�[ �V�R�F�N�H�W��

Evaluation: �5�L�F�R�F�K�H�W �F�X�U�U�H�Q�W�O�\ �K�D�V �H�[�S�H�U�L�P�H�Q�W�D�O �V�X�S�S�R�U�W �I�R�U �V�D�Q�G�E�R�[�L�Q�J�� �D�Q�G �V�K�L�S�V �Z�L�W�K �V�R�P�H �S�U�R�¿�O�H�V �I�R�U �G�R�L�Q�J �V�R��
�D�O�W�K�R�X�J�K �W�K�H�\ �D�U�H �Q�R�W �H�Q�D�E�O�H�G �E�\ �G�H�I�D�X�O�W�� �7�K�H�U�H �L�V �G�L�V�F�X�V�V�L�R�Q �D�E�R�X�W �V�D�Q�G�E�R�[�L�Q�J �L�Q�L�V�V�X�H ����������

�5�L�F�R�F�K�H�W �Q�R�U�P�D�O�O�\ �E�X�L�O�G�V �Z�L�W�K �$�G�G�U�H�V�V�6�D�Q�L�W�L�]�H�U�� �D�Q�G �X�V�H�V �Y�D�U�L�R�X�V �F�R�P�S�L�O�H�U �K�D�U�G�H�Q�L�Q�J �À�D�J�V��

Recommendation: �&�R�Q�W�L�Q�X�H �O�R�R�N�L�Q�J �L�Q�W�R �L�Q�W�H�J�U�D�W�L�Q�J �5�L�F�R�F�K�H�W �Z�L�W�K �Y�D�U�L�R�X�V �V�D�Q�G�E�R�[�L�Q�J �V�R�O�X�W�L�R�Q�V�� �1�R�W�H �W�K�D�W �W�K�L�V �P�D�\
�U�H�T�X�L�U�H �D �G�H�F�H�Q�W �D�P�R�X�Q�W �R�I �F�X�V�W�R�P�L�]�D�W�L�R�Q �W�R �P�D�N�H �L�W �X�V�H�D�E�O�H �I�R�U �Q�R�Q���W�H�F�K�Q�L�F�D�O �X�V�H�U�V��

�&�R�Q�V�L�G�H�U �D�G�G�L�W�L�R�Q�D�O �P�L�W�L�J�D�W�L�R�Q�V �W�R �G�H�I�H�Q�G �D�J�D�L�Q�V�W �D �F�R�P�S�U�R�P�L�V�H �Y�L�D �W�K�H �W�R�U �F�R�Q�W�U�R�O �S�R�U�W �L�Q�F�O�X�G�L�Q�J �$�S�S�$�U�P�R�U���6�H�D�W�E�H�O�W
�S�U�R�¿�O�H�V �W�K�D�W �U�H�V�W�U�L�F�W �7�&�3 �F�R�Q�Q�H�F�W�L�R�Q�V �D�Q�G �X�V�L�Q�J �8�Q�L�[ �V�R�F�N�H�W�V �L�Q�V�W�H�D�G �R�I �D �7�&�3 �O�L�V�W�H�Q�H�U��

�&�R�Q�W�L�Q�X�H �X�V�L�Q�J �D�G�G�U�H�V�V �V�D�Q�L�W�L�]�H�U �L�Q �D�O�O �E�X�L�O�G�V�� �&�R�Q�W�L�Q�X�H �X�V�L�Q�J �E�X�L�O�G �À�D�J�V �W�K�D�W �H�Q�D�E�O�H �I�X�U�W�K�H�U �K�D�U�G�H�Q�L�Q�J�� �V�H�H�W�K�L�V �J�X�L�G�H
�I�R�U �P�R�U�H �L�Q�I�R�U�P�D�W�L�R�Q��

Memory Management
As designed:

Satisfactory
As implemented:

Satisfactory

Best Practice: �'�X�H �W�R �W�K�H �P�H�P�R�U�\���X�Q�V�D�I�H �Q�D�W�X�U�H �R�I �&������ �J�U�H�D�W �F�D�U�H �Q�H�H�G�V �W�R �E�H �W�D�N�H�Q �W�R �D�Y�R�L�G �P�H�P�R�U�\ �F�R�U�U�X�S�W�L�R�Q
�L�V�V�X�H�V�� �7�Z�R �S�U�L�P�L�W�L�Y�H�V �D�U�H �R�I�W�H�Q �X�V�H�G �W�R �Y�L�R�O�D�W�H �P�H�P�R�U�\���V�D�I�H�W�\��

�| �8�V�L�Q�J �s�s�U�D�Z�t�t �P�H�P�R�U�\ �V�W�U�X�F�W�X�U�H�V�� �V�X�F�K �D�V �D�U�U�D�\�V �R�U �U�H�J�L�R�Q�V �R�I �P�H�P�R�U�\ �R�E�W�D�L�Q�H�G �I�U�R�P �P�D�O�O�R�F������

�| �$�O�O�R�Z�L�Q�J �D�Q �D�W�W�D�F�N�H�U �W�R �L�Q�À�X�H�Q�F�H �W�K�H �S�R�V�L�W�L�R�Q ���R�U �O�H�Q�J�W�K�� �R�I �D�F�F�H�V�V �W�R �W�K�H�V�H �V�W�U�X�F�W�X�U�H�V��

�,�Q�V�W�H�D�G �R�I �X�W�L�O�L�]�L�Q�J �D�U�U�D�\�V���P�D�O�O�R�F�� �S�U�R�J�U�D�P�P�H�U�V �V�K�R�X�O�G �X�V�H �Z�U�D�S�S�H�U�V �D�U�R�X�Q�G �W�K�H�V�H �W�K�D�W �S�U�R�Y�L�G�H �P�H�P�R�U�\���V�D�I�H
�V�H�P�D�Q�W�L�F�V�� �:�K�H�Q �X�V�L�Q�J �P�H�P�R�U�\���X�Q�V�D�I�H �S�U�L�P�L�W�L�Y�H�V �G�L�U�H�F�W�O�\�� �J�U�H�D�W �F�D�U�H �V�K�R�X�O�G �E�H �W�D�N�H�Q �W�R �Y�D�O�L�G�D�W�H �W�K�H �V�L�]�H �R�I �W�K�H
�D�O�O�R�F�D�W�L�R�Q�� �D�V �Z�H�O�O �D�V �W�K�H �V�L�]�H �R�I �W�K�H �D�F�F�H�V�V�H�V��

�6�L�Q�F�H �&���� �K�D�V �P�D�Q�X�D�O �P�H�P�R�U�\ �P�D�Q�D�J�H�P�H�Q�W�� �R�E�M�H�F�W�V �D�U�H �D�O�O�R�F�D�W�H�G �D�Q�G �I�U�H�H�G �E�\ �K�D�Q�G�� �D�Q�G �D�U�H �Q�R�W �U�H�I�H�U�H�Q�F�H �F�R�X�Q�W�H�G��
�$�V �V�X�F�K�� �L�W �L�V �Y�H�U�\ �F�R�P�P�R�Q �Z�K�H�Q �S�D�V�V�L�Q�J �S�R�L�Q�W�H�U�V �D�U�R�X�Q�G �W�R �K�D�Y�H �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V �V�X�F�K �D�V �G�R�X�E�O�H�V �I�U�H�H�V �R�U �X�V�H���D�I�W�H�U��
�I�U�H�H�V��

�,�Q �R�U�G�H�U �W�R �K�D�Q�G�O�H �S�R�L�Q�W�H�U�V �L�Q �D �V�H�F�X�U�H �Z�D�\�� �X�S�G�D�W�H�V �W�R �&���� �L�Q�W�U�R�G�X�F�H�G �Y�D�U�L�R�X�V �N�L�Q�G�V �R�I �V�P�D�U�W �S�R�L�Q�W�H�U�V�� �Z�K�L�F�K �Z�U�D�S
�U�D�Z �S�R�L�Q�W�H�U�V �D�Q�G �F�U�H�D�W�H �V�D�I�H�U �Z�D�\�V �W�R �V�K�D�U�H �D�Q�G �P�D�Q�D�J�H �S�R�L�Q�W�H�U�V��

Evaluation: �5�L�F�R�F�K�H�W �G�R�H�V �D�Q �H�[�F�H�O�O�H�Q�W �M�R�E �R�I �S�U�H�Y�H�Q�W�L�Q�J �H�U�U�R�U�V �E�\��

�| �0�D�N�L�Q�J �H�[�W�H�Q�V�L�Y�H �X�V�H �R�I �W�K�HQByteArray �S�U�L�P�L�W�L�Y�H�� �Z�K�L�F�K �D�O�O�R�Z�V �D�U�U�D�\���O�L�N�H �V�H�P�D�Q�W�L�F�V �L�Q �D �P�H�P�R�U�\���V�D�I�H �I�D�V�K�L�R�Q
���E�R�X�Q�G �F�K�H�F�N�L�Q�J �R�F�F�X�U�V �D�X�W�R�P�D�W�L�F�D�O�O�\�� �D�Q�G �U�H�V�L�]�L�Q�J �R�F�F�X�U�V �Z�K�H�Q �Q�H�F�H�V�V�D�U�\����

�| �6�L�P�L�O�D�U�O�\�� �V�W�U�L�Q�J �R�S�H�U�D�W�L�R�Q�V �D�U�H �G�R�Q�H �X�V�L�Q�J �D �P�L�[ �R�IQByteArray �D�Q�Gstd::string �R�E�M�H�F�W�V�� �S�U�R�Y�L�G�L�Q�J �P�H�P�R�U�\ �V�D�I�H�W�\��

�| �:�K�H�Q �L�W �L�V �Q�H�F�H�V�V�D�U�\ �W�R �S�D�V�V �D �E�X�I�I�H�U �S�R�L�Q�W�H�U �D�Q�G �F�R�U�U�H�V�S�R�Q�G�L�Q�J �O�H�Q�J�W�K �W�R �D �I�X�Q�F�W�L�R�Q �W�K�D�W �R�S�H�U�D�W�H�V �R�Q �P�H�P�R�U�\
�G�L�U�H�F�W�O�\�� �W�K�H �E�X�I�I�H�U �D�Q�G �W�K�H �O�H�Q�J�W�K �D�U�H �U�H�F�H�L�Y�H�G �X�V�L�Q�J �W�K�H.data() �D�Q�G.size()��.length() �I�X�Q�F�W�L�R�Q�V�� �Z�L�W�K�R�X�W
�S�H�U�I�R�U�P�L�Q�J �D�G�G�L�W�L�R�Q�D�O �D�U�L�W�K�P�H�W�L�F�� �7�K�L�V �H�O�L�P�L�Q�D�W�H�V �D �Z�L�G�H �Y�D�U�L�H�W�\ �R�I �D�U�L�W�K�P�H�W�L�F �H�U�U�R�U�V �W�K�D�W �F�D�Q �O�H�D�G �W�R �P�H�P�R�U�\
�F�R�U�U�X�S�W�L�R�Q��

�| �:�K�H�Q �V�L�]�H�V �D�U�H �U�H�D�G �I�U�R�P �X�V�H�U �S�U�R�Y�L�G�H�G �L�Q�S�X�W ���V�X�F�K �D�V �Z�K�H�Q �U�H�D�G�L�Q�J �W�K�H �Q�X�P�E�H�U �R�I �Y�H�U�V�L�R�Q�V �G�X�U�L�Q�J �Y�H�U�V�L�R�Q
�Q�H�J�R�W�L�D�W�L�R�Q�� �R�U �U�H�D�G�L�Q�J �W�K�H �V�L�]�H �R�I �W�K�H �L�Q�F�R�P�L�Q�J �P�H�V�V�D�J�H���� �W�K�H �V�L�]�H �L�V �U�H�D�G �L�Q�W�R �D �V�P�D�O�O �L�Q�W�H�J�H�U ���H�L�W�K�H�U �Dquint8

�R�U �Dquint16�� �D�Q�G �W�K�H�Q �D�O�O �F�D�O�F�X�O�D�W�L�R�Q�V �D�U�H �G�R�Q�H �Z�L�W�K �Z�R�U�G���V�L�]�H �Y�D�U�L�D�E�O�H�V�� �7�K�L�V �G�U�D�V�W�L�F�D�O�O�\ �O�R�Z�H�U�V �W�K�H �O�L�N�H�O�L�K�R�R�G �R�I
�D�Q �D�U�L�W�K�P�H�W�L�F �R�Y�H�U�À�R�Z���X�Q�G�H�U�À�R�Z �K�D�S�S�H�Q�L�Q�J �L�Q �D �V�X�E�V�H�T�X�H�Q�W �F�D�O�F�X�O�D�W�L�R�Q �X�V�L�Q�J �W�K�H�V�H �V�L�]�H�V ���D�V �W�K�H�\ �D�U�H �R�U�G�H�U�V �R�I

�� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W

https://github.com/ricochet-im/ricochet/issues/222
https://wiki.debian.org/Hardening


�P�D�J�Q�L�W�X�G�H �E�H�O�R�Z �W�K�H �Z�R�U�G �V�L�]�H �R�Q �H�Y�H�Q �D �������E�L�W �D�U�F�K�L�W�H�F�W�X�U�H����

�| �,�Q �D�G�G�L�W�L�R�Q�� �D�O�O �V�L�]�H�V �U�H�D�G �I�U�R�P �X�V�H�U �L�Q�S�X�W �D�U�H �V�X�E�V�H�T�X�H�Q�W�O�\ �Y�D�O�L�G�D�W�H�G �W�R �E�H �Z�L�W�K�L�Q �V�D�Q�H �E�R�X�Q�G�V ���I�R�U �L�Q�V�W�D�Q�F�H�� �W�K�H
�P�D�[�L�P�X�P �V�L�]�H �I�R�U �D �P�H�V�V�D�J�H �L�VUINT_MAX���� �Z�K�L�F�K �J�U�H�D�W�O�\ �U�H�G�X�F�H�V �W�K�H �S�R�V�V�L�E�L�O�L�W�\ �R�I �L�Q�W�H�J�H�U �R�Y�H�U�À�R�Z���X�Q�G�H�U�À�R�Z �E�X�J�V��

�| �6�L�]�H�V �D�U�H �D�O�V�R �Y�D�O�L�G�D�W�H�G �W�R �P�D�W�F�K �W�K�H �O�R�J�L�F �R�I �W�K�H �D�S�S�O�L�F�D�W�L�R�Q ���I�R�U �L�Q�V�W�D�Q�F�H�� �W�K�H �P�H�V�V�D�J�H �V�L�]�H �L�V �F�K�H�F�N�H�G �W�R �E�H �H�T�X�D�O
�W�R �W�K�H �V�L�]�H �U�H�W�X�U�Q�H�G �E�\ �W�K�H �F�D�O�O �W�Rread()����

�| �5�D�W�K�H�U �W�K�D�Q �Z�U�L�W�H �F�R�G�H �W�R �S�D�U�V�H �P�H�V�V�D�J�H�V �D�V �W�K�H�\ �F�R�P�H �L�Q �R�I�I �W�K�H �Z�L�U�H ���Z�K�L�F�K �L�V �Y�H�U�\ �I�U�H�T�X�H�Q�W�O�\ �D�Q �D�U�H�D �Z�K�H�U�H
�P�H�P�R�U�\ �F�R�U�U�X�S�W�L�R�Q �L�V�V�X�H�V �D�U�H �H�Q�F�R�X�Q�W�H�U�H�G���� �5�L�F�R�F�K�H�W �X�V�H�V �*�R�R�J�O�H�t�V �S�U�R�W�R�E�X�I �O�L�E�U�D�U�\�� �7�K�L�V �D�O�O�R�Z�V �W�K�H �S�U�R�J�U�D�P�P�H�U �W�R
�V�S�H�F�L�I�\ �W�K�H �V�W�U�X�F�W�X�U�H �R�I �P�H�V�V�D�J�H�V �L�Q �P�H�W�D�G�D�W�D �¿�O�H�V�� �D�Q�G �K�D�Y�H �W�K�H �&���� �F�R�G�H �W�R �S�D�U�V�H���F�U�H�D�W�H �P�H�V�V�D�J�H�V �D�X�W�R�P�D�W�L�F�D�O�O�\
�J�H�Q�H�U�D�W�H�G��

�| �5�L�F�R�F�K�H�W �P�D�N�H�V �H�[�W�H�Q�V�L�Y�H �X�V�H �R�I �4�W�t�V �V�P�D�U�W �S�R�L�Q�W�H�U �W�H�P�S�O�D�W�H�V�� �V�X�F�K �D�VQSharedPointer��QScopedPointer��QExpl
icitlySharedDataPointer�� �H�W�F�� �2�Z�Q�H�U�V�K�L�S �R�I �S�R�L�Q�W�H�U�V �L�V �P�D�G�H �H�[�S�O�L�F�L�W ���E�R�W�K �L�Q �W�K�H �F�R�G�H �D�Q�G �L�Q �W�K�H �F�R�P�P�H�Q�W�V����
�D�O�O�R�Z�L�Q�J �V�K�D�U�L�Q�J �R�I �S�R�L�Q�W�H�U�V �L�Q �D �V�W�U�D�L�J�K�W�I�R�U�Z�D�U�G �D�Q�G �V�H�F�X�U�H �I�D�V�K�L�R�Q��

Recommendation: �&�R�Q�W�L�Q�X�H �I�R�O�O�R�Z�L�Q�J �E�H�V�W �S�U�D�F�W�L�F�H�V �D�Q�G �G�H�I�H�Q�V�L�Y�H �S�U�R�J�U�D�P�P�L�Q�J �J�X�L�G�H�O�L�Q�H�V�� �D�V �Z�H�O�O �D�V �X�V�L�Q�J �H�[�L�V�W�L�Q�J
�V�R�O�X�W�L�R�Q�V �W�K�D�W �S�U�R�Y�L�G�H �P�H�P�R�U�\���V�D�I�H �G�D�W�D���V�W�U�X�F�W�X�U�H�V �D�Q�G �X�W�L�O�L�W�L�H�V�� �7�H�V�W �U�L�F�R�F�K�H�W ���L�G�H�D�O�O�\ �X�V�L�Q�J �D �I�X�]�]�H�U�� �Z�K�L�O�H �U�X�Q�Q�L�Q�J �L�W
�W�R �G�H�W�H�F�W �V�R�P�H �F�O�D�V�V�H�V �R�I �P�H�P�R�U�\ �H�U�U�R�U�V��

Use of Unsafe C/C++ Functions
As designed:

Satisfactory
As implemented:

Satisfactory

Best Practice: �'�R �Q�R�W �X�V�H �&���&���� �I�X�Q�F�W�L�R�Q�V �W�K�D�W �D�U�H �L�Q�K�H�U�H�Q�W�O�\ �X�Q�V�D�I�H�� �V�X�F�K �D�Vgets()��strcpy()�� �W�K�H �} �R�S�H�U�D�W�R�U�� �H�W�F��
�'�R �Q�R�W �X�V�H �&���&���� �I�X�Q�F�W�L�R�Q�V �W�K�D�W �D�U�H �H�D�V�L�O�\ �P�L�V�X�V�H�G�� �V�X�F�K �D�V �S�D�V�V�L�Q�J �X�V�H�U���F�R�Q�W�U�R�O�O�D�E�O�H �L�Q�S�X�W �D�V �W�K�H �I�R�U�P�D�W���V�W�U�L�Q�J �W�R �D
printf() �V�W�\�O�H �I�X�Q�F�W�L�R�Q�� �R�U �L�Q�F�O�X�G�L�Q�J �X�V�H�U �L�Q�S�X�W �L�Q �D �F�D�O�O �W�Rsystem()��

�0�,�7�5�( �G�H�¿�Q�H�V �W�Z�R �F�O�D�V�V�H�V �R�I �Z�H�D�N�Q�H�V�V�H�V �I�R�U �W�K�L�V���&�:�(���������� �8�V�H �R�I �,�Q�K�H�U�H�Q�W�O�\ �'�D�Q�J�H�U�R�X�V �)�X�Q�F�W�L�R�Q�� �D�Q�G�&�:�(����������
�8�V�H �R�I �3�R�W�H�Q�W�L�D�O�O�\ �'�D�Q�J�H�U�R�X�V �)�X�Q�F�W�L�R�Q��

�1�X�P�H�U�R�X�V �J�X�L�G�H�V �K�D�Y�H �E�H�H�Q �Z�U�L�W�W�H�Q �R�Q �W�K�L�V �W�R�S�L�F�� �D�Q�G �V�W�D�W�L�F �D�Q�D�O�\�V�L�V �W�R�R�O�V �V�X�F�K �D�V�F�S�S�F�K�H�F�N�R�U�F�S�S�O�L�Q�W�F�D�Q �E�H �X�V�H�G �W�R
�D�X�W�R�P�D�W�L�F�D�O�O�\ �F�K�H�F�N �V�R�X�U�F�H �F�R�G�H �I�R�U �W�K�H�V�H �W�\�S�H�V �R�I �H�U�U�R�U�V��

Evaluation: �5�L�F�R�F�K�H�W �G�R�H�V �Q�R�W �X�V�H �G�D�Q�J�H�U�R�X�V �&���&���� �I�X�Q�F�W�L�R�Q�V �R�U �F�R�Q�V�W�U�X�F�W�V��

Recommendation: �&���� �J�X�L�G�H�O�L�Q�H�V �R�Q �X�V�H �R�I �G�D�Q�J�H�U�R�X�V �I�X�Q�F�W�L�R�Q�V �V�K�R�X�O�G �F�R�Q�W�L�Q�X�H �W�R �E�H �I�R�O�O�R�Z�H�G�� �D�Q�G �V�W�D�W�L�F �D�Q�D�O�\�V�L�V
�V�K�R�X�O�G �E�H �S�H�U�I�R�U�P�H�G �S�H�U�L�R�G�L�F�D�O�O�\ �R�Q �W�K�H �F�R�G�H�E�D�V�H �W�R �H�Q�V�X�U�H �W�K�D�W �G�D�Q�J�H�U�R�X�V �F�R�G�H �K�D�V �Q�R�W �E�H�H�Q �L�Q�W�U�R�G�X�F�H�G��

�� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W

https://cwe.mitre.org/data/definitions/242.html
https://cwe.mitre.org/data/definitions/676.html
https://cwe.mitre.org/data/definitions/676.html
http://cppcheck.sourceforge.net/
https://pypi.python.org/pypi/cpplint


�7�D�E�O�H �R�I �9�X�O�Q�H�U�D�E�L�O�L�W�L�H�V

�)�R�U �H�D�F�K �¿�Q�G�L�Q�J�� �1�&�& �*�U�R�X�S �X�V�H�V �D �F�R�P�S�R�V�L�W�H �U�L�V�N �V�F�R�U�H �W�K�D�W �W�D�N�H�V �L�Q�W�R �D�F�F�R�X�Q�W �W�K�H �V�H�Y�H�U�L�W�\ �R�I �W�K�H �U�L�V�N�� �D�S�S�O�L�F�D�W�L�R�Q�t�V
�H�[�S�R�V�X�U�H �D�Q�G �X�V�H�U �S�R�S�X�O�D�W�L�R�Q�� �W�H�F�K�Q�L�F�D�O �G�L�I�¿�F�X�O�W�\ �R�I �H�[�S�O�R�L�W�D�W�L�R�Q�� �D�Q�G �R�W�K�H�U �I�D�F�W�R�U�V�� �)�R�U �D�Q �H�[�S�O�D�Q�D�W�L�R�Q �R�I �1�&�& �*�U�R�X�S�t�V
�U�L�V�N �U�D�W�L�Q�J �D�Q�G �Y�X�O�Q�H�U�D�E�L�O�L�W�\ �F�D�W�H�J�R�U�L�]�D�W�L�R�Q�� �V�H�H�$�S�S�H�Q�G�L�[ �$ �R�Q �S�D�J�H ������

Title ID Risk

�,�Q�V�X�I�¿�F�L�H�Q�W �9�D�O�L�G�D�W�L�R�Q �L�Q �&�R�Q�W�D�F�W�5�H�T�X�H�V�W �$�O�O�R�Z�V �'�H���$�Q�R�Q�\�P�L�]�D�W�L�R�Q������ �+�L�J�K

�/�L�Q�N�V �0�D�\ �&�R�Q�W�D�L�Q �0�D�O�L�F�L�R�X�V �8�Q�L�F�R�G�H �&�K�D�U�D�F�W�H�U�V ������ �0�H�G�L�X�P

�8�Q�Q�H�F�H�V�V�D�U�\ �8�V�H �R�I �+�0�$�& ������ �,�Q�I�R�U�P�D�W�L�R�Q�D�O

�$�F�F�H�V�V �7�R �/�R�F�D�O �6�R�F�N�H�W �&�D�Q �6�W�H�D�O �������%�\�W�H �)�L�O�H�V ������ �,�Q�I�R�U�P�D�W�L�R�Q�D�O

�+�R�V�W �9�H�U�L�¿�F�D�W�L�R�Q �:�H�D�N �$�J�D�L�Q�V�W �6�W�D�W�H �/�H�Y�H�O �$�G�Y�H�U�V�D�U�L�H�V������ �,�Q�I�R�U�P�D�W�L�R�Q�D�O

�/�D�F�N �R�I �$�S�S�O�L�F�D�W�L�R�Q �/�D�\�H�U �0�H�V�V�D�J�H �(�Q�F�U�\�S�W�L�R�Q ������ �,�Q�I�R�U�P�D�W�L�R�Q�D�O

�8�Q�H�[�S�O�R�L�W�D�E�O�H �%�X�I�I�H�U �2�Y�H�U�U�H�D�G �L�QCryptoKey::loadFromData ������ �,�Q�I�R�U�P�D�W�L�R�Q�D�O

�&�R�Q�¿�J�X�U�D�W�L�R�Q���0�H�W�D�G�D�W�D �)�L�O�H�V �6�W�R�U�H�G �R�Q �'�L�V�N �8�Q�H�Q�F�U�\�S�W�H�G������ �,�Q�I�R�U�P�D�W�L�R�Q�D�O

�� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



�9�X�O�Q�H�U�D�E�L�O�L�W�\ �'�H�W�D�L�O�V

Vulnerability Insufficient Validation in ContactRequest Allows De-Anonymization

Risk High �,�P�S�D�F�W�� �+�L�J�K�� �(�[�S�O�R�L�W�D�E�L�O�L�W�\�� �0�H�G�L�X�P

Identifier �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W��������

Category �'�D�W�D �9�D�O�L�G�D�W�L�R�Q

Target �S�U�R�W�R�F�R�O���&�R�Q�W�D�F�W�5�H�T�X�H�V�W�&�K�D�Q�Q�H�O���F�S�S

�| isAcceptableNickname

Impact �$ �5�L�F�R�F�K�H�W �F�R�Q�W�D�F�W �U�H�T�X�H�V�W �F�D�Q �F�R�Q�W�D�L�Q �D �Q�L�F�N�Q�D�P�H���P�H�V�V�D�J�H �Z�L�W�K �+�7�0�/ �V�H�T�X�H�Q�F�H�V�� �R�U
�Y�D�U�L�R�X�V �R�E�V�F�X�U�H �X�Q�L�F�R�G�H �F�K�D�U�D�F�W�H�U�V�� �7�U�L�Y�L�D�O�O�\�� �W�K�L�V �F�D�Q �E�H �X�V�H�G �W�R �G�L�V�F�O�R�V�H �W�K�H �U�H�D�O �,�3 �D�G�G�U�H�V�V
�R�I �D �X�V�H�U �L�I �W�K�H �X�V�H�U �D�F�F�H�S�W�V �W�K�H �F�R�Q�W�D�F�W �U�H�T�X�H�V�W�� �7�K�L�V �F�R�X�O�G �D�O�V�R �E�H �X�V�H�G �W�R �F�U�H�D�W�H �D
�Q�L�F�N�Q�D�P�H �G�H�V�L�J�Q�H�G �W�R �E�H �Y�L�V�X�D�O�O�\ �V�L�P�L�O�D�U �W�R �D�Q�R�W�K�H�U �Q�L�F�N�Q�D�P�H ���D �I�R�U�P �R�I�K�R�P�R�J�U�D�S�K �D�W�W�D�F�N����
�$�O�W�H�U�Q�D�W�L�Y�H�O�\�� �L�W �P�D�\ �E�H �S�R�V�V�L�E�O�H �W�R �W�U�L�J�J�H�U �R�S�H�U�D�W�L�Q�J���V�\�V�W�H�P �O�H�Y�H�O �E�X�J�V �Z�K�H�Q �D�W�W�H�P�S�W�L�Q�J �W�R
�U�H�Q�G�H�U �W�K�H �P�H�V�V�D�J�H��

Description �&�R�Q�W�D�F�W �U�H�T�X�H�V�W�V �F�D�Q �L�Q�F�O�X�G�H �E�R�W�K �D �V�K�R�U�W �P�H�V�V�D�J�H�� �D�Q�G �D �Q�L�F�N�Q�D�P�H �I�R�U �W�K�H �F�R�Q�W�D�F�W�� �6�R�P�H
�Y�D�O�L�G�D�W�L�R�Q �L�V �S�H�U�I�R�U�P�H�G �R�I �W�K�H �Q�L�F�N�Q�D�P�H��

92 QVector<uint> chars = input.toUcs4();
93 foreach (uint value, chars) {
94 QChar c(value);
95 if (c.category() == QChar::Other_Format ||
96 c.category() == QChar::Other_Control ||
97 c.isNonCharacter())
98 return false;
99 }

�/�L�V�W�L�Q�J ���� �5�H�O�H�Y�D�Q�W �V�R�X�U�F�H �F�R�G�H �I�U�R�P �&�R�Q�W�D�F�W�5�H�T�X�H�V�W�&�K�D�Q�Q�H�O���F�S�S

�+�R�Z�H�Y�H�U�� �W�K�L�V �G�R�H�V �Q�R�W �U�X�O�H �R�X�W �V�H�Y�H�U�D�O �R�W�K�H�U �N�L�Q�G�V �R�I �P�D�O�L�F�L�R�X�V �Q�L�F�N�Q�D�P�H�V��

�| �1�L�F�N�Q�D�P�H�V �F�R�Q�W�D�L�Q�L�Q�J �+�7�0�/ �W�D�J�V ���Z�K�L�F�K�� �D�V �W�K�H �8�, �L�V �U�H�Q�G�H�U�H�G �X�V�L�Q�J �4�0�/�� �Z�L�O�O �H�Q�G �X�S
�E�H�L�Q�J �U�H�Q�G�H�U�H�G �O�D�W�H�U �R�Q�� �O�H�D�G�L�Q�J �W�R �D �S�R�W�H�Q�W�L�D�O �G�L�V�F�O�R�V�X�U�H �R�I �W�K�H �X�V�H�U�t�V �U�H�D�O �,�3 �D�G�G�U�H�V�V����
�7�K�L�V �L�V �D�O�U�H�D�G�\ �D �N�Q�R�Z�Q �L�V�V�X�H �E�X�W �Z�L�W�K�R�X�W �W�K�H �V�H�F�X�U�L�W�\ �F�R�Q�W�H�[�W�� �6�H�H �W�K�L�V�S�X�O�O �U�H�T�X�H�V�W ����������

�| �$ �O�D�U�J�H �S�R�U�W�L�R�Q �R�I �W�K�H �X�Q�L�F�R�G�H �F�R�G�H �S�R�L�Q�W�V �Z�R�X�O�G �Q�R�W �E�H �F�D�X�J�K�W �E�\ �W�K�L�V �¿�O�W�H�U�� �Z�K�L�F�K �F�R�X�O�G
�D�O�O�R�Z �K�R�P�R�J�U�D�S�K �D�W�W�D�F�N�V��

�,�Q �D�G�G�L�W�L�R�Q�� �Q�R �Y�D�O�L�G�D�W�L�R�Q ���D�V�L�G�H �I�U�R�P �D �V�L�]�H �F�K�H�F�N�� �L�V �S�H�U�I�R�U�P�H�G �R�Q �W�K�H �P�H�V�V�D�J�H �V�H�Q�W �L�Q
�W�K�H �F�R�Q�W�D�F�W �U�H�T�X�H�V�W�� �R�S�H�Q�L�Q�J �X�S �W�K�H �X�V�H�U �W�R �W�K�H �S�R�V�V�L�E�L�O�L�W�\ �R�I �R�S�H�U�D�W�L�Q�J���V�\�V�W�H�P �O�H�Y�H�O �E�X�J�V
�Z�K�H�Q �W�U�\�L�Q�J �W�R �U�H�Q�G�H�U �V�W�U�D�Q�J�H �X�Q�L�F�R�G�H �V�H�T�X�H�Q�F�H�V ���I�R�U �L�Q�V�W�D�Q�F�H���$�S�S�O�H�t�V �&�R�U�H�7�H�[�W �I�U�D�P�H�Z�R�U�N
�U�H�F�H�Q�W�O�\ �F�R�Q�W�D�L�Q�H�G �D �Y�X�O�Q�H�U�D�E�L�O�L�W�\ �Z�K�H�Q �U�H�Q�G�H�U�L�Q�J �F�H�U�W�D�L�Q �L�Q�Y�D�O�L�G �X�Q�L�F�R�G�H �V�H�T�X�H�Q�F�H�V����

�7�K�L�V �L�V �D �S�D�U�W�L�F�X�O�D�U �F�R�Q�F�H�U�Q �V�L�Q�F�H �D�Q�\�R�Q�H �Z�L�W�K �N�Q�R�Z�O�H�G�J�H �R�I �D �X�V�H�U�t�V �5�L�F�R�F�K�H�W �,�' �F�D�Q �V�H�Q�G
�W�K�H�P �D �F�R�Q�W�D�F�W �U�H�T�X�H�V�W��

Recommendation �6�L�Q�F�H �D�Q�\�R�Q�H �F�D�Q �V�H�Q�G �D �F�R�Q�W�D�F�W �U�H�T�X�H�V�W �W�R �D �X�V�H�U �L�I �W�K�H�\ �D�U�H �D�Z�D�U�H �R�I �W�K�H �X�V�H�U�t�V �X�V�H�U�Q�D�P�H��
�W�K�H�V�H �¿�H�O�G�V �V�K�R�X�O�G �E�H �W�U�H�D�W�H�G �Z�L�W�K �V�S�H�F�L�D�O �F�D�U�H�� �8�V�H �D �Z�K�L�W�H�O�L�V�W �R�I �D�O�O�R�Z�D�E�O�H �F�K�D�U�D�F�W�H�U�V �W�K�D�W
�L�V �D�V �V�P�D�O�O �D�V �S�R�V�V�L�E�O�H �D�Q�G �F�R�Q�V�L�G�H�U �R�X�W�S�X�W �H�Q�F�R�G�L�Q�J �Z�K�H�U�H �D�S�S�O�L�F�D�E�O�H��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W
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Vulnerability Links May Contain Malicious Unicode Characters

Risk Medium �,�P�S�D�F�W�� �0�H�G�L�X�P�� �(�[�S�O�R�L�W�D�E�L�O�L�W�\�� �0�H�G�L�X�P

Identifier �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W��������

Category �'�D�W�D �9�D�O�L�G�D�W�L�R�Q

Target �X�L���/�L�Q�N�H�G�7�H�[�W���F�S�S

�| LinkedText::LinkedText

Impact �$ �O�L�Q�N �F�D�Q �F�R�Q�W�D�L�Q �Y�D�U�L�R�X�V �R�E�V�F�X�U�H �X�Q�L�F�R�G�H �F�K�D�U�D�F�W�H�U�V�� �7�K�L�V �F�R�X�O�G �E�H �X�V�H�G �W�R �F�U�H�D�W�H �D �O�L�Q�N
���W�R �D�Q �D�W�W�D�F�N�H�U �V�L�W�H�� �G�H�V�L�J�Q�H�G �W�R �E�H �Y�L�V�X�D�O�O�\ �V�L�P�L�O�D�U �W�R �D �W�U�X�V�W�H�G �V�L�W�H ���D �I�R�U�P �R�I�K�R�P�R�J�U�D�S�K
�D�W�W�D�F�N���� �9�L�V�L�W�L�Q�J �W�K�L�V �O�L�Q�N �Z�R�X�O�G �F�D�X�V�H �W�K�H �X�V�H�U�t�V �U�H�D�O �,�3 �D�G�G�U�H�V�V ���D�Q�G �R�W�K�H�U �P�H�W�D�G�D�W�D �V�H�Q�W �D�V
�S�D�U�W �R�I �D �Q�R�U�P�D�O �E�U�R�Z�V�H�U �U�H�T�X�H�V�W�� �W�R �E�H �G�L�V�F�O�R�V�H�G�� �$�O�W�H�U�Q�D�W�L�Y�H�O�\�� �L�W �P�D�\ �E�H �S�R�V�V�L�E�O�H �W�R �W�U�L�J�J�H�U
�R�S�H�U�D�W�L�Q�J �V�\�V�W�H�P �O�H�Y�H�O �E�X�J�V �Z�K�H�Q �W�K�H �O�L�Q�N �L�V �F�R�S�L�H�G �W�R �W�K�H �F�O�L�S�E�R�D�U�G��

Description �5�L�F�R�F�K�H�W �D�X�W�R�P�D�W�L�F�D�O�O�\ �S�D�U�V�H�V �P�H�V�V�D�J�H�V �D�Q�G �Z�K�H�Q �L�W �G�H�W�H�F�W�V �D �8�5�/�� �L�W �D�X�W�R�P�D�W�L�F�D�O�O�\ �I�R�U�P�D�W�V
�L�W �L�Q�W�R �D �F�O�L�F�N�D�E�O�H �O�L�Q�N�� �+�R�Z�H�Y�H�U�� �Q�R �Y�D�O�L�G�D�W�L�R�Q �R�U �R�X�W�S�X�W �H�Q�F�R�G�L�Q�J �L�V �G�R�Q�H �I�R�U �W�K�H �E�R�G�\ �R�I �W�K�H
�O�L�Q�N ���D�V�L�G�H �I�U�R�P �D �F�D�O�O �W�R.toHtmlEscaped()�� �Z�K�L�F�K �R�Q�O�\ �H�V�F�D�S�H�V �+�7�0�/ �P�H�W�D�F�K�D�U�D�F�W�H�U�V���� �$�Q
�D�W�W�D�F�N�H�U �F�R�X�O�G �V�H�Q�G �D �O�L�Q�N �W�K�D�W �D�S�S�H�D�U�H�G �W�R �E�H �I�R�U �D �N�Q�R�Z�Q �V�D�I�H �Z�H�E�V�L�W�H�� �E�X�W ���X�V�L�Q�J �R�E�V�F�X�U�H
�X�Q�L�F�R�G�H �F�R�G�H�S�R�L�Q�W�V�� �D�F�W�X�D�O�O�\ �S�R�L�Q�W�H�G �W�R �D�Q �D�W�W�D�F�N�H�U���F�R�Q�W�U�R�O�O�H�G �V�L�W�H�� �1�R�W�H �W�K�D�W �W�K�H�U�H �L�V �D�O�U�H�D�G�\
�D�S�X�O�O �U�H�T�X�H�V�W�R�S�H�Q �W�R �D�G�G�U�H�V�V �W�K�L�V��

�$�O�W�H�U�Q�D�W�L�Y�H�O�\�� �L�W �P�D�\ �E�H �S�R�V�V�L�E�O�H �W�R �W�U�L�J�J�H�U �D�Q �R�S�H�U�D�W�L�Q�J���V�\�V�W�H�P �O�H�Y�H�O �E�X�J �Z�K�H�Q �P�D�O�L�F�L�R�X�V
�G�D�W�D �L�V �F�R�S�L�H�G �W�R �W�K�H �F�O�L�S�E�R�D�U�G ���D�Q�G �V�X�F�K �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V �K�D�Y�H�H�[�L�V�W�H�G �E�H�I�R�U�H �Z�L�W�K�L�Q �0�L�F�U�R�V�R�I�W
�:�L�Q�G�R�Z�V����

Recommendation �5�H�V�W�U�L�F�W �W�K�H �V�H�W �R�I �F�K�D�U�D�F�W�H�U�V �W�K�D�W �D�U�H �D�O�O�R�Z�H�G �L�Q �W�K�H �E�R�G�\ �R�I �D �O�L�Q�N �W�R �W�K�H �V�P�D�O�O�H�V�W �S�R�V�V�L�E�O�H �V�H�W����
�&�R�Q�V�L�G�H�U �X�V�L�Q�J �R�X�W�S�X�W���H�Q�F�R�G�L�Q�J �R�Q �F�K�D�U�D�F�W�H�U�V �R�X�W�V�L�G�H �W�K�H �Q�R�U�P�D�O �S�U�L�Q�W�D�E�O�H �U�D�Q�J�H�� �5�H�Y�L�H�Z
�W�K�H �D�E�R�Y�H �S�X�O�O �U�H�T�X�H�V�W �D�F�F�H�S�W �L�I �L�W �L�P�S�O�H�P�H�Q�W�V �W�K�H�V�H �U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W
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Vulnerability Unnecessary Use of HMAC

Risk Informational �,�P�S�D�F�W�� �+�L�J�K�� �(�[�S�O�R�L�W�D�E�L�O�L�W�\�� �/�R�Z

Identifier �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W��������

Category �&�U�\�S�W�R�J�U�D�S�K�\

Target �S�U�R�W�R�F�R�O���$�X�W�K�+�L�G�G�H�Q�6�H�U�Y�L�F�H�&�K�D�Q�Q�H�O���F�S�S��

�| AuthHiddenServiceChannel::handleProof

Impact �7�K�H �F�U�\�S�W�R�J�U�D�S�K�L�F �F�R�Q�V�W�U�X�F�W�L�R�Q �X�V�H�G �W�R �D�X�W�K�H�Q�W�L�F�D�W�H �W�K�H �F�O�L�H�Q�W �W�R �W�K�H �V�H�U�Y�H�U �L�V �X�Q�Q�H�F�H�V�V�D�U�L�O�\
�F�R�P�S�O�H�[�� �Z�K�L�F�K �P�D�\ �R�S�H�Q �W�K�H �S�U�R�W�R�F�R�O �X�S �W�R �V�R�S�K�L�V�W�L�F�D�W�H�G �F�U�\�S�W�D�Q�D�O�\�W�L�F �D�W�W�D�F�N�V �E�\ �D �V�W�D�W�H��
�O�H�Y�H�O �D�G�Y�H�U�V�D�U�\��

Description �7�R�U �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V �D�U�H �E�D�V�H�G �R�I�I �5�6�$ �N�H�\�V�� �,�Q �R�U�G�H�U �W�R �D�X�W�K�H�Q�W�L�F�D�W�H �W�K�H �V�H�U�Y�H�U ���W�R �W�K�H �F�O�L�H�Q�W����
�W�K�H �V�H�U�Y�H�U �Q�H�H�G�V �W�R �S�U�R�Y�H �W�K�D�W �L�W �L�V �W�K�H �K�L�G�G�H�Q �V�H�U�Y�L�F�H �V�S�H�F�L�¿�H�G �E�\ �D�Q �������E�L�W �K�R�V�W�Q�D�P�H�� �7�K�L�V
�K�R�V�W�Q�D�P�H �L�V �W�K�H �¿�U�V�W �K�D�O�I �R�I �W�K�H �6�+�$�� �K�D�V�K �R�I �W�K�H �K�L�G�G�H�Q �V�H�U�Y�L�F�H�t�V �5�6�$ �S�X�E�O�L�F �N�H�\�� �,�Q �R�U�G�H�U �W�R
�S�U�R�Y�H �W�K�D�W �W�K�H �V�H�U�Y�H�U �s�s�R�Z�Q�V�t�t �W�K�H �K�R�V�W�Q�D�P�H�� �W�K�H �F�O�L�H�Q�W �V�H�Q�G�V �D �Q�R�Q�F�H�� �D�Q�G �W�K�H �V�H�U�Y�H�U �U�H�W�X�U�Q�V
�W�K�H �Q�R�Q�F�H �V�L�J�Q�H�G �Z�L�W�K �W�K�H�L�U �S�U�L�Y�D�W�H �N�H�\�� �D�V �Z�H�O�O �D�V �D �F�R�S�\ �R�I �W�K�H�L�U �S�X�E�O�L�F �N�H�\�� �7�K�H �F�O�L�H�Q�W �F�D�Q
�W�K�H�Q �F�K�H�F�N �W�K�H �S�X�E�O�L�F �N�H�\ �Y�H�U�L�¿�H�V �W�K�H �V�L�J�Q�D�W�X�U�H �R�Q �W�K�H �Q�R�Q�F�H �F�R�U�U�H�F�W�O�\�� �D�V �Z�H�O�O �D�V �K�D�V�K�H�V �W�R
�W�K�H �K�R�V�W�Q�D�P�H �V�S�H�F�L�¿�H�G�� �7�K�L�V �F�R�Q�V�W�U�X�F�W�L�R�Q �L�V �V�D�I�H �D�V �O�R�Q�J �D�V �D�Q �D�W�W�D�F�N�H�U �F�D�Q�Q�R�W �F�U�D�I�W �D �S�X�E�O�L�F
�N�H�\ �Z�K�R�V�H �6�+�$���� �K�D�V�K �F�R�O�O�L�G�H�V ���L�Q �W�K�H �¿�U�V�W �K�D�O�I�� �Z�L�W�K �W�K�H �O�H�J�L�W�L�P�D�W�H �V�H�U�Y�H�U�t�V�� �Z�K�L�F�K �L�V �G�L�V�F�X�V�V�H�G
�I�X�U�W�K�H�U �K�H�U�H���¿�Q�G�L�Q�J �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W�������� �R�Q �S�D�J�H ������

�)�X�Q�G�D�P�H�Q�W�D�O�O�\�� �W�K�H�U�H �L�V �Q�R �U�H�D�V�R�Q �W�K�D�W �W�K�L�V �V�D�P�H �S�U�R�W�R�F�R�O �F�D�Q�Q�R�W �E�H �X�V�H�G �W�R �Y�H�U�L�I�\ �W�K�H �F�O�L�H�Q�W
�D�V �Z�H�O�O�� �L�Q �5�L�F�R�F�K�H�W�� �E�R�W�K �S�D�U�W�L�H�V �D�U�H �L�G�H�Q�W�L�¿�H�G �E�\ �W�K�H�L�U �K�L�G�G�H�Q �V�H�U�Y�L�F�H �K�R�V�W�Q�D�P�H�� �D�Q�G �E�R�W�K
�S�D�U�W�L�H�V �H�[�F�K�D�Q�J�H �S�X�E�O�L�F �N�H�\�V�� �+�R�Z�H�Y�H�U�� �W�K�H �Z�D�\ �W�K�H �V�H�U�Y�H�U �Y�H�U�L�¿�H�V �W�K�H �F�O�L�H�Q�W �L�Q�Y�R�O�Y�H�V �D �P�R�U�H
�F�R�P�S�O�L�F�D�W�H�G �F�R�Q�V�W�U�X�F�W�L�R�Q�� �Z�K�H�U�H �E�R�W�K �W�K�H �V�H�U�Y�H�U �D�Q�G �W�K�H �F�O�L�H�Q�W �S�U�R�Y�L�G�H �Q�R�Q�F�H�V �D�Q�G �W�K�H�L�U
�S�X�E�O�L�F �N�H�\�V�� �D�Q�G �W�K�H�Q �D�Q �+�0�$�& �L�V �F�R�P�S�X�W�H�G�� �7�K�L�V �+�0�$�& �L�V �X�Q�Q�H�F�H�V�V�D�U�\ ���D�V �L�W �D�G�G�V �Q�R
�D�G�G�L�W�L�R�Q�D�O �S�U�R�W�H�F�W�L�R�Q���� �D�V �Z�H�O�O �D�V �S�R�V�V�L�E�O�\ �S�U�R�Y�L�G�L�Q�J �D�Q �D�G�G�L�W�L�R�Q�D�O �I�R�R�W�K�R�O�G �I�R�U �D �F�U�\�S�W�D�Q�D�O�\�W�L�F
�D�W�W�D�F�N ���V�L�Q�F�H �Q�R�Z �W�K�H�U�H �D�U�H �W�Z�R �Q�R�Q�F�H�V �E�H�L�Q�J �X�V�H�G�� �D�V �Z�H�O�O �D�V �W�K�H �S�R�V�V�L�E�L�O�L�W�\ �R�I �D�Q �D�W�W�D�F�N �R�Q
�+�0�$�&���6�+�$����������

Recommendation �&�R�S�\ �W�K�H �H�[�L�V�W�L�Q�J �5�6�$���E�D�V�H�G �S�U�R�W�R�F�R�O �X�V�H�G �W�R �S�H�U�I�R�U�P �K�L�G�G�H�Q �V�H�U�Y�L�F�H �D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �6�L�Q�F�H
�W�K�L�V �L�V �D �F�R�U�H �S�D�U�W �R�I �7�R�U �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V�� �E�U�H�D�N�L�Q�J �W�K�L�V �S�U�R�W�R�F�R�O �Z�R�X�O�G �L�P�S�O�\ �D �F�R�P�S�U�R�P�L�V�H �R�I
�7�R�U �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V �D�V �D �Z�K�R�O�H�� �'�R �Q�R�W �L�Q�W�U�R�G�X�F�H �D�G�G�L�W�L�R�Q�D�O �F�U�\�S�W�R�J�U�D�S�K�L�F �F�R�P�S�O�H�[�L�W�\ �X�Q�O�H�V�V
�L�W �L�V �Q�H�H�G�H�G��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



Vulnerability Access To Local Socket Can Steal 32-Byte Files

Risk Informational �,�P�S�D�F�W�� �/�R�Z�� �(�[�S�O�R�L�W�D�E�L�O�L�W�\�� �/�R�Z

Identifier �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W��������

Category �'�D�W�D �(�[�S�R�V�X�U�H

Target �W�R�U���7�R�U�&�R�Q�W�U�R�O���F�S�S��������

Impact �$ �P�D�O�L�F�L�R�X�V �S�U�R�F�H�V�V �O�L�V�W�H�Q�L�Q�J �R�Q �Z�K�D�W �5�L�F�R�F�K�H�W �E�H�O�L�H�Y�H�V �L�V �W�K�H �7�R�U �V�R�F�N�H�W �Z�L�O�O �E�H �D�E�O�H �W�R
�U�H�T�X�H�V�W �D�Q�\ �������E�\�W�H �¿�O�H �I�U�R�P �5�L�F�R�F�K�H�W�� �7�K�L�V �F�R�X�O�G �E�H �X�V�H�G �I�R�U �K�R�V�W���¿�Q�J�H�U�S�U�L�Q�W�L�Q�J�� �R�U �L�Q
�H�[�W�U�H�P�H�O�\ �I�R�U�W�X�Q�D�W�H �F�L�U�F�X�P�V�W�D�Q�F�H�V�� �F�R�P�S�U�R�P�L�V�L�Q�J �V�H�Q�V�L�W�L�Y�H �L�Q�I�R�U�P�D�W�L�R�Q��

�(�[�S�O�R�L�W�D�W�L�R�Q �R�I �W�K�L�V �Y�X�O�Q�H�U�D�E�L�O�L�W�\ �Z�R�X�O�G �E�H �Y�H�U�\ �G�L�I�¿�F�X�O�W�� �D�V �L�W �Z�R�X�O�G �U�H�T�X�L�U�H �L�P�S�H�U�V�R�Q�D�W�L�Q�J �W�K�H
�7�R�U �F�R�Q�W�U�R�O �V�R�F�N�H�W��

Description �$�V �S�D�U�W �R�I �W�K�H �S�U�R�W�R�F�R�O �E�H�W�Z�H�H�Q �5�L�F�R�F�K�H�W �D�Q�G �W�K�H �7�R�U �E�L�Q�D�U�\�� �5�L�F�R�F�K�H�W �D�X�W�K�H�Q�W�L�F�D�W�H�V �Z�L�W�K �7�R�U
�R�Y�H�U �D �O�R�F�D�O �V�R�F�N�H�W ���U�H�I�H�U�U�H�G �W�R �D�V �W�K�H �7�R�U �F�R�Q�W�U�R�O �S�R�U�W���� �2�Q�H �R�S�W�L�R�Q �I�R�U �W�K�L�V �D�X�W�K�H�Q�W�L�F�D�W�L�R�Q �L�V
�s�s�F�R�R�N�L�H�t�t �E�D�V�H�G �D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�� �Z�K�H�U�H �D �V�H�F�U�H�W �Y�D�O�X�H �L�V �V�W�R�U�H�G �R�Q �W�K�H �¿�O�H�V�\�V�W�H�P �D�Q�G �W�K�H�Q �V�H�Q�W
�W�R �7�R�U �R�Y�H�U �W�K�H �F�R�Q�W�U�R�O �S�R�U�W�� �7�K�H �D�X�W�K�H�Q�W�L�F�D�W�L�R�Q �P�H�V�V�D�J�H �U�H�T�X�H�V�W�L�Q�J �D �F�R�R�N�L�H �F�R�Q�W�D�L�Q�V �D �¿�O�H
�S�D�W�K �I�R�U �W�K�H �F�R�R�N�L�H�� �Z�K�L�F�K �L�V �S�R�W�H�Q�W�L�D�O�O�\ �G�D�Q�J�H�U�R�X�V�� �D�V �L�W �Z�R�X�O�G �D�O�O�R�Z �G�L�V�F�O�R�V�X�U�H �R�I �D�U�E�L�W�U�D�U�\
�¿�O�H�V�� �7�K�L�V �D�W�W�D�F�N �L�V �P�L�W�L�J�D�W�H�G �E�\ �D �V�L�]�H �F�K�H�F�N �W�R �Y�H�U�L�I�\ �W�K�L�V �¿�O�H �L�V �W�K�H �F�R�U�U�H�F�W �V�L�]�H �D�V �D �F�R�R�N�L�H��
�K�R�Z�H�Y�H�U�� �W�K�L�V �G�R�H�V �Q�R�W �S�U�H�Y�H�Q�W �G�L�V�F�O�R�V�X�U�H �R�I �D�U�E�L�W�U�D�U�\ �������E�\�W�H �¿�O�H�V��

340 ���� �4�J�N�Q�M�F�U�F�T�U�U�P�B�W�P�J�E�B �W�V�M�O�F�S�B�C�J�M�J�U�Z�X�I�F�S�F�B�O�Z�Q�S�P�D�F�T�T
341 �� �M�J�T�U�F�O�J�O�H�P�O�X�I�B�U�X�F�U�I�J�O�L�J�T�U�I�F�D�P�O�U�S�P�M�Q�P�S�U�D�P�V�M�E�U�S�J�D�L
342 �� �V�T�J�O�U�P�T�F�O�E�J�O�H�U�I�F�D�P�O�U�F�O�U�T�P�G�B�O�B�S�C�J�U�S�B�S�Z�G�J�M�F����
343 if (cookie.size() == 32)
344 data = auth->build(cookie);
345 else
346 cookieError = QStringLiteral("Unexpected file size");

Recommendation �6�W�R�U�H �D�O�O �F�R�R�N�L�H �¿�O�H�V �L�Q �D �V�S�H�F�L�¿�F �G�L�U�H�F�W�R�U�\ ���R�U �D �Z�K�L�W�H�O�L�V�W �R�I �D�O�O�R�Z�H�G �G�L�U�H�F�W�R�U�L�H�V���� �D�Q�G �Y�D�O�L�G�D�W�H
�W�K�D�W �W�K�H �F�R�R�N�L�H �¿�O�H �U�H�T�X�H�V�W�H�G �L�V �L�Q �D �Y�D�O�L�G �G�L�U�H�F�W�R�U�\��

�$ �P�R�U�H �F�R�P�S�U�H�K�H�Q�V�L�Y�H �D�S�S�U�R�D�F�K �Z�R�X�O�G �E�H �W�R �H�O�L�P�L�Q�D�W�H �X�V�L�Q�J �¿�O�H�Q�D�P�H�V �D�Q�G �V�Z�L�W�F�K �W�R �D�Q
�R�S�D�T�X�H �U�H�I�H�U�H�Q�F�H ���V�X�F�K �D�V �D �K�D�V�K���� �K�R�Z�H�Y�H�U�� �W�K�L�V �Z�R�X�O�G �U�H�T�X�L�U�H �U�H���D�U�F�K�L�W�H�F�W�L�Q�J �W�K�H �7�R�U �F�R�Q�W�U�R�O
�S�U�R�W�R�F�R�O��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



Vulnerability Host Verification Weak Against State Level Adversaries

Risk Informational �,�P�S�D�F�W�� �+�L�J�K�� �(�[�S�O�R�L�W�D�E�L�O�L�W�\�� �/�R�Z

Identifier �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W��������

Category �&�U�\�S�W�R�J�U�D�S�K�\

Impact �$�Q �D�W�W�D�F�N�H�U �Z�K�R �L�V �D�E�O�H �W�R �F�U�H�D�W�H �D �N�H�\�S�D�L�U �Z�K�R�V�H �S�X�E�O�L�F �N�H�\�t�V �6�+�$�� �K�D�V�K �F�R�O�O�L�G�H�V �Z�L�W�K �W�K�H
�K�R�V�W�Q�D�P�H �R�I �D �W�D�U�J�H�W�H�G �K�L�G�G�H�Q���V�H�U�Y�L�F�H�� �Z�L�O�O �E�H �D�E�O�H �W�R �L�P�S�H�U�V�R�Q�D�W�H �W�K�D�W �K�L�G�G�H�Q �V�H�U�Y�L�F�H�� �7�K�L�V
�L�V �Q�R�W �D�Q �L�V�V�X�H �X�Q�L�T�X�H �W�R �5�L�F�R�F�K�H�W�� �E�X�W �L�V �D�Q �L�V�V�X�H �Z�L�W�K �7�R�U �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V��

Description �7�R�U �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V �D�U�H �D�X�W�K�H�Q�W�L�F�D�W�H�G �X�V�L�Q�J �W�K�H �¿�U�V�W ���� �E�L�W�V �R�I �W�K�H �6�+�$�� �K�D�V�K �R�I �W�K�H �K�L�G�G�H�Q
�V�H�U�Y�L�F�H�t�V �S�X�E�O�L�F �N�H�\�� �:�K�L�O�H �W�K�H�U�H �D�U�H �Q�R �S�X�E�O�L�F�O�\ �N�Q�R�Z�Q �D�W�W�D�F�N�V �D�J�D�L�Q�V�W �W�K�L�V�� �W�K�H�U�H �D�U�H �V�H�Y�H�U�D�O
�U�H�D�V�R�Q�V �Z�K�\ �W�K�L�V �P�D�\ �E�H �Z�R�U�U�\�L�Q�J��

�| �$�V �5�L�F�R�F�K�H�W �L�V �D�Q �D�Q�R�Q�\�P�R�X�V �P�H�V�V�D�J�L�Q�J �D�S�S�O�L�F�D�W�L�R�Q �G�H�V�L�J�Q�H�G �I�R�U �S�U�L�Y�D�F�\�� �L�W�V �W�K�U�H�D�W �P�R�G�H�O
�Q�H�H�G�V �W�R �L�Q�F�O�X�G�H �V�W�D�W�H���O�H�Y�H�O �D�G�Y�H�U�V�D�U�L�H�V��

�| �6�+�$�� �L�V �Q�R �O�R�Q�J�H�U �F�R�Q�V�L�G�H�U�H�G �W�R �E�H �F�U�\�S�W�R�J�U�D�S�K�L�F�D�O�O�\ �V�W�U�R�Q�J�� �S�X�E�O�L�F �U�H�V�H�D�U�F�K �K�D�V
�G�H�P�R�Q�V�W�U�D�W�H�G �Z�H�D�N�Q�H�V�V�H�V �L�Q �L�W�V �F�R�O�O�L�V�L�R�Q �U�H�V�L�V�W�D�Q�F�H�� �,�W �L�V �O�L�N�H�O�\ �W�K�D�W �V�W�D�W�H���O�H�Y�H�O �D�G�Y�H�U�V�D�U�L�H�V
�K�D�Y�H �E�H�W�W�H�U �D�W�W�D�F�N�V �W�K�D�Q �W�K�H �S�X�E�O�L�F�O�\ �N�Q�R�Z�Q �R�Q�H�V�� �,�Q �D�G�G�L�W�L�R�Q�� �W�K�H �K�R�V�W�Q�D�P�H �L�V �R�Q�O�\ �W�K�H �¿�U�V�W
�K�D�O�I �R�I �W�K�H �6�+�$�� �K�D�V�K�� �Z�K�L�F�K �I�X�U�W�K�H�U �U�H�G�X�F�H�V �W�K�H �G�L�I�¿�F�X�O�W�\ �R�I �¿�Q�G�L�Q�J �D �F�R�O�O�L�V�L�R�Q��

�| �7�K�H �5�6�$ �N�H�\�V �X�V�H�G �L�Q �7�R�U �D�U�H �����������E�L�W �N�H�\�V�� �Z�K�L�F�K �D�U�H �Q�R �O�R�Q�J�H�U �E�H�O�L�H�Y�H�G �W�R �E�H �V�H�F�X�U�H
�D�J�D�L�Q�V�W �V�W�D�W�H���O�H�Y�H�O �D�G�Y�H�U�V�D�U�L�H�V��

Recommendation �:�R�U�N �Z�L�W�K �7�R�U �W�R �L�P�S�U�R�Y�H �W�K�H �V�H�F�X�U�L�W�\ �R�I �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V ���F�X�U�U�H�Q�W�O�\�� �7�R�U �L�V �Z�R�U�N�L�Q�J �R�Q
�R�Y�H�U�K�D�X�O�L�Q�J �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V �W�R �X�V�H �V�W�U�R�Q�J�H�U �F�U�\�S�W�R�J�U�D�S�K�\���� �,�Q �W�K�H �P�H�D�Q�W�L�P�H�� �F�R�Q�V�L�G�H�U
�L�P�S�O�H�P�H�Q�W�L�Q�J �D�G�G�L�W�L�R�Q�D�O �Y�H�U�L�¿�F�D�W�L�R�Q�� �V�X�F�K �D�V �K�D�Y�L�Q�J �W�K�H �5�L�F�R�F�K�H�W �,�' �L�Q�F�O�X�G�H �W�K�H �I�X�O�O �6�+�$��
�K�D�V�K�� �R�U �D �6�+�$������ �K�D�V�K �R�I �W�K�H �S�X�E�O�L�F �N�H�\��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



Vulnerability Lack of Application Layer Message Encryption

Risk Informational �,�P�S�D�F�W�� �0�H�G�L�X�P�� �(�[�S�O�R�L�W�D�E�L�O�L�W�\�� �/�R�Z

Identifier �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W��������

Category �&�U�\�S�W�R�J�U�D�S�K�\

Impact �$�Q �D�W�W�D�F�N �R�Q �W�K�H �7�R�U �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V �W�U�D�Q�V�S�R�U�W �O�D�\�H�U �P�D�\ �D�O�O�R�Z �F�R�P�S�U�R�P�L�V�H �R�I �P�H�V�V�D�J�H�V�� �R�U
�P�H�V�V�D�J�H �P�H�W�D�G�D�W�D��

Description �0�H�V�V�D�J�H�V �S�D�V�V�H�G �R�Y�H�U �5�L�F�R�F�K�H�W �D�U�H �R�Q�O�\ �S�U�R�W�H�F�W�H�G �E�\ �W�K�H �H�Q�F�U�\�S�W�L�R�Q �S�U�H�V�H�Q�W �L�Q �W�K�H �7�R�U
�K�L�G�G�H�Q �V�H�U�Y�L�F�H�V �W�U�D�Q�V�S�R�U�W �O�D�\�H�U�� �$�V �L�V �G�H�V�F�U�L�E�H�G �L�Q �W�K�H �5�L�F�R�F�K�H�W�S�U�R�W�R�F�R�O �G�R�F�X�P�H�Q�W��
�s�s�&�R�Q�Q�H�F�W�L�R�Q�V �D�U�H �H�Q�F�U�\�S�W�H�G �H�Q�G���W�R���H�Q�G�� �X�V�L�Q�J �W�K�H �V�H�U�Y�H�U�t�V �N�H�\ �D�Q�G �D �'�+�( �K�D�Q�G�V�K�D�N�H �W�R
�S�U�R�Y�L�G�H �I�R�U�Z�D�U�G �V�H�F�U�H�F�\���t�t

�+�R�Z�H�Y�H�U�� �7�R�U �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V �K�D�Y�H �E�H�H�Q �V�X�E�M�H�F�W�H�G �W�R �Y�D�U�L�R�X�V �W�\�S�H�V �R�I �D�W�W�D�F�N�V �Z�L�W�K �Y�D�U�\�L�Q�J
�G�H�J�U�H�H�V �R�I �V�X�F�F�H�V�V�� �:�K�H�W�K�H�U �R�U �Q�R�W �W�K�H�V�H �D�W�W�D�F�N�V �Z�H�U�H �V�X�F�F�H�V�V�I�X�O �R�U �U�H�O�H�Y�D�Q�W �W�R �5�L�F�R�F�K�H�W��
�L�W�t�V �F�R�P�P�R�Q�O�\ �D�F�F�H�S�W�H�G �W�K�D�W �D�G�Y�H�U�V�D�U�L�H�V �D�U�H �L�Q�Y�H�V�W�L�Q�J �V�X�E�V�W�D�Q�W�L�D�O �U�H�V�R�X�U�F�H�V �W�R �D�W�W�D�F�N �K�L�G�G�H�Q
�V�H�U�Y�L�F�H�V�� �,�Q �R�U�G�H�U �W�R �P�D�[�L�P�L�]�H �S�U�R�W�H�F�W�L�R�Q �D�J�D�L�Q�V�W �V�W�D�W�H���O�H�Y�H�O �D�G�Y�H�U�V�D�U�L�H�V �Z�K�L�O�H �Z�D�L�W�L�Q�J �I�R�U �W�K�H
�Q�H�[�W �J�H�Q�H�U�D�W�L�R�Q �R�I �K�L�G�G�H�Q���R�Q�L�R�Q �V�H�U�Y�L�F�H�V �S�U�R�W�R�F�R�O �W�R �D�G�G�U�H�V�V �V�R�P�H �R�I �N�Q�R�Z�Q �V�K�R�U�W���F�R�P�L�Q�J�V��
�L�W �P�D�\ �E�H �E�H�Q�H�¿�F�L�D�O �W�R �D�G�G �D�S�S�O�L�F�D�W�L�R�Q���O�D�\�H�U �H�Q�F�U�\�S�W�L�R�Q �R�I �P�H�V�V�D�J�H�V �D�V �Z�H�O�O�� �1�R�W�H �W�K�D�W �W�K�H�U�H
�L�V �D�O�U�H�D�G�\ �D�Q�R�S�H�Q �I�H�D�W�X�U�H �U�H�T�X�H�V�W�S�U�R�S�R�V�L�Q�J �H�[�D�F�W�O�\ �W�K�D�W��

Recommendation �&�R�Q�V�L�G�H�U �O�D�\�H�U�L�Q�J �V�W�U�R�Q�J �D�S�S�O�L�F�D�W�L�R�Q���O�D�\�H�U �H�Q�F�U�\�S�W�L�R�Q �R�Q �W�R�S �R�I �W�K�H �7�R�U �K�L�G�G�H�Q �V�H�U�Y�L�F�H�V
�W�U�D�Q�V�S�R�U�W���O�D�\�H�U �H�Q�F�U�\�S�W�L�R�Q�� �5�H�Y�L�H�Z �W�K�H �D�I�R�U�H�P�H�Q�W�L�R�Q�H�G �I�H�D�W�X�U�H �U�H�T�X�H�V�W �W�R �G�H�W�H�U�P�L�Q�H �L�W�V
�Y�L�D�E�L�O�L�W�\��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W

https://github.com/ricochet-im/ricochet/blob/master/doc/protocol.md
https://github.com/ricochet-im/ricochet/issues/72


Vulnerability Unexploitable Buffer Overread in CryptoKey::loadFromData

Risk Informational �,�P�S�D�F�W�� �+�L�J�K�� �(�[�S�O�R�L�W�D�E�L�O�L�W�\�� �1�R�Q�H

Identifier �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W��������

Category �'�D�W�D �9�D�O�L�G�D�W�L�R�Q

Target �X�W�L�O�V���&�U�\�S�W�R�.�H�\���F�S�S������

Impact �:�K�L�O�H �W�K�L�V �L�V �F�X�U�U�H�Q�W�O�\ �X�Q�H�[�S�O�R�L�W�D�E�O�H�� �L�I �F�R�G�H �L�V �U�H�I�D�F�W�R�U�H�G �V�R �W�K�D�W �S�X�E�O�L�F �N�H�\�V �D�U�H �S�U�H�V�H�Q�W�H�G
�L�Q �D �G�L�I�I�H�U�H�Q�W �I�R�U�P�D�W ���V�X�F�K �W�K�D�W �L�W �K�L�W�V �W�K�H �Y�X�O�Q�H�U�D�E�O�H �S�D�W�K �Z�L�W�K �D �Q�R�Q���Q�X�O�O���W�H�U�P�L�Q�D�W�H�G �V�W�U�L�Q�J���� �D
�E�X�I�I�H�U �R�Y�H�U�U�H�D�G �Z�R�X�O�G �R�F�F�X�U�� �O�L�N�H�O�\ �O�H�D�G�L�Q�J �W�R �D �F�U�D�V�K��

Description �,�QCryptoKey::loadFromData()�� �W�K�H �I�R�O�O�R�Z�L�Q�J �F�R�G�H �L�V �X�V�H�G �W�R �S�D�U�V�H �D �3�(�0���I�R�U�P�D�W�W�H�G �N�H�\��

75 if (format == PEM) {
76 BIO *b = BIO_new_mem_buf((void*)data.constData(), -1);
77

78 if (type == PrivateKey)
79 key = PEM_read_bio_RSAPrivateKey(b, NULL, NULL, NULL);
80 else
81 key = PEM_read_bio_RSAPublicKey(b, NULL, NULL, NULL);
82

83 BIO_free(b);

�,�Q �W�K�H �D�E�R�Y�H �F�R�G�H �V�Q�L�S�S�H�W��BIO_new_mem_buf() �L�V �F�D�O�O�H�G �Z�L�W�K �D �O�H�Q�J�W�K �S�D�U�D�P�H�W�H�U �R�I ������
�L�Q�G�L�F�D�W�L�Q�J �W�K�D�W �W�K�H �O�H�Q�J�W�K �R�I �W�K�H �E�X�I�I�H�U �V�K�R�X�O�G �E�H �F�D�O�F�X�O�D�W�H�G �E�\ �F�D�O�O�L�Q�Jstrlen() �R�Q �W�K�H �L�Q�S�X�W
�G�D�W�D�� �+�R�Z�H�Y�H�U�� �W�K�H �L�Q�S�X�W �G�D�W�D �L�Q �W�K�L�V �F�D�V�H �L�V �I�U�R�P �DQByteArray�� �Z�K�L�F�K �L�V �Q�R�W �J�X�D�U�D�Q�W�H�H�G
�W�R �E�H �Q�X�O�O���W�H�U�P�L�Q�D�W�H�G ���I�R�U �L�Q�V�W�D�Q�F�H�� �Z�K�H�Q �F�U�H�D�W�H�G �X�V�L�Q�J �W�K�HQByteArray::fromRawData()

�P�H�W�K�R�G���� �,�I �D �Q�R�Q���Q�X�O�O���W�H�U�P�L�Q�D�W�H�G �E�X�I�I�H�U �Z�D�V �S�U�R�Y�L�G�H�G �D�V �W�K�H �G�D�W�D �D�U�J�X�P�H�Q�W��strlen()

�Z�R�X�O�G �F�R�Q�W�L�Q�X�H �U�H�D�G�L�Q�J �S�D�V�W �W�K�H �H�Q�G �R�I �W�K�H �E�X�I�I�H�U�� �S�R�V�V�L�E�O�\ �O�H�D�G�L�Q�J �W�R �D�Q �D�S�S�O�L�F�D�W�L�R�Q �F�U�D�V�K��

�&�X�U�U�H�Q�W�O�\�� �W�K�H �R�Q�O�\ �L�Q�Y�R�F�D�W�L�R�Q �R�IloadFromData() �L�V �L�QAuthHiddenServiceChannel::hand

leProof()�� �Z�K�L�F�K �L�V �X�Q�H�[�S�O�R�L�W�D�E�O�H �I�R�U �W�Z�R �U�H�D�V�R�Q�V��

�| �7�K�H �E�X�I�I�H�U �L�V �F�R�Q�V�W�U�X�F�W�H�G �X�V�L�Q�J �W�K�H �G�H�I�D�X�O�WQByteArray() �F�R�Q�V�W�U�X�F�W�R�U ���J�X�D�U�D�Q�W�H�H�L�Q�J �Q�X�O�O
�W�H�U�P�L�Q�D�W�L�R�Q���� �U�D�W�K�H�U �W�K�D�QfromRawData()��

�| �7�K�H �L�Q�Y�R�F�D�W�L�R�Q �R�IloadFromData() �V�H�W�V �W�K�H �I�R�U�P�D�W �S�D�U�D�P�H�W�H�U �W�RCryptoKey::DER��
�P�H�D�Q�L�Q�J �W�K�H �Y�X�O�Q�H�U�D�E�O�H �V�H�F�W�L�R�Q �L�V �F�X�U�U�H�Q�W�O�\ �G�H�D�G �F�R�G�H��

Recommendation �6�L�Q�F�H �W�K�H �G�D�W�D �L�V �E�H�L�Q�J �V�W�R�U�H�G �L�Q �DQByteArray�� �W�K�H �V�L�]�H �L�V �D�O�U�H�D�G�\ �N�Q�R�Z�Q�� �V�RBIO_new_mem_

buf() �F�R�X�O�G �E�H �F�D�O�O�H�G �D�V��

BIO *b = BIO_new_mem_buf((void*)data.constData(), data.size());

�+�R�Z�H�Y�H�U�� �D�V �W�K�L�V �F�R�G�H �L�V �F�X�U�U�H�Q�W�O�\ �X�Q�X�V�H�G�� �L�W �F�R�X�O�G �D�O�V�R �M�X�V�W �V�L�P�S�O�\ �E�H �U�H�P�R�Y�H�G��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



Vulnerability Configuration/Metadata Files Stored on Disk Unencrypted

Risk Informational �,�P�S�D�F�W�� �/�R�Z�� �(�[�S�O�R�L�W�D�E�L�O�L�W�\�� �/�R�Z

Identifier �1�&�&���5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�X�G�L�W��������

Category �'�D�W�D �(�[�S�R�V�X�U�H

Impact �$�Q �D�W�W�D�F�N�H�U �Z�L�W�K �D�F�F�H�V�V �W�R �W�K�H �O�R�F�D�O �¿�O�H�V�\�V�W�H�P �P�D�\ �E�H �D�E�O�H �W�R �U�H�D�G �R�U �P�R�G�L�I�\ �Y�D�U�L�R�X�V
�F�R�Q�¿�J�X�U�D�W�L�R�Q �R�U �P�H�W�D�G�D�W�D �¿�O�H�V �X�V�H�G �E�\ �5�L�F�R�F�K�H�W�� �7�K�H�V�H �V�H�W�W�L�Q�J�V �¿�O�H�V �L�Q�F�O�X�G�H �L�Q�I�R�U�P�D�W�L�R�Q
�D�E�R�X�W �N�Q�R�Z�Q �F�R�Q�W�D�F�W�V�� �D�V �Z�H�O�O �D�V �W�K�H �F�R�Q�¿�J�X�U�D�W�L�R�Q �R�I �5�L�F�R�F�K�H�W �D�Q�G �7�R�U��

�,�Q �D �W�K�U�H�D�W �P�R�G�H�O �W�K�D�W �L�Q�F�O�X�G�H�V �V�W�D�W�H���O�H�Y�H�O �D�G�Y�H�U�V�D�U�L�H�V�� �S�K�\�V�L�F�D�O �D�F�F�H�V�V �W�R �W�K�H �G�H�Y�L�F�H �F�D�Q�Q�R�W
�E�H �U�X�O�H�G �R�X�W�� �D�Q�G �D�V �V�X�F�K�� �W�K�H �W�K�U�H�D�W �R�I �D�Q �D�G�Y�H�U�V�D�U�\ �V�H�L�]�L�Q�J �D �O�D�S�W�R�S �D�Q�G �D�W�W�H�P�S�W�L�Q�J �W�R �U�H�D�G
�W�K�H �G�U�L�Y�H �F�R�Q�W�H�Q�W�V �V�K�R�X�O�G �E�H �W�D�N�H�Q �V�H�U�L�R�X�V�O�\��

�,�W �L�V �Z�R�U�W�K �Q�R�W�L�Q�J �W�K�D�W �L�I �W�K�H �D�G�Y�H�U�V�D�U�\ �L�V �D�E�O�H �W�R �Z�U�L�W�H �W�R �W�K�H �¿�O�H�V�\�V�W�H�P�� �P�X�F�K �V�L�P�S�O�H�U �D�Q�G
�P�R�U�H �V�H�Y�H�U�H �D�W�W�D�F�N�V �D�U�H �S�R�V�V�L�E�O�H��

Description �5�L�F�R�F�K�H�W �V�W�R�U�H�V �Y�D�U�L�R�X�V �S�L�H�F�H�V �R�I �L�Q�I�R�U�P�D�W�L�R�Q �R�Q �W�K�H �¿�O�H�V�\�V�W�H�P �X�Q�H�Q�F�U�\�S�W�H�G�� �L�Q�F�O�X�G�L�Q�J �L�W�V
�V�H�W�W�L�Q�J�V �¿�O�H�V ���Z�K�L�F�K �F�R�Q�W�D�L�Q �N�Q�R�Z�Q �F�R�Q�W�D�F�W�V���� �W�K�H �F�R�R�N�L�H �¿�O�H�V �X�V�H�G �W�R �D�X�W�K�H�Q�W�L�F�D�W�H �W�R �W�K�H �7�R�U
�F�R�Q�W�U�R�O �S�R�U�W�� �D�Q�G �W�K�H ���W�R�U�U�F �¿�O�H �X�V�H�G �W�R �P�D�L�Q�W�D�L�Q �W�K�H �7�R�U �L�Q�V�W�D�Q�F�H �F�R�Q�¿�J�X�U�D�W�L�R�Q��

�:�K�L�O�H �D�Q �D�W�W�D�F�N�H�U �Z�L�W�K �Z�U�L�W�H �D�F�F�H�V�V �W�R �W�K�H �¿�O�H�V�\�V�W�H�P �F�R�X�O�G �V�L�P�S�O�\ �E�D�F�N�G�R�R�U �5�L�F�R�F�K�H�W ���R�U �W�K�H
�V�\�V�W�H�P �L�W�V�H�O�I���� �D�Q �D�W�W�D�F�N�H�U �Z�L�W�K �U�H�D�G �D�F�F�H�V�V ���I�R�U �L�Q�V�W�D�Q�F�H�� �W�K�U�R�X�J�K �D �Z�H�D�N�Q�H�V�V �L�Q �D �G�L�I�I�H�U�H�Q�W
�D�S�S�O�L�F�D�W�L�R�Q �W�K�D�W �D�O�O�R�Z�V �¿�O�H �G�L�V�F�O�R�V�X�U�H�� �Z�R�X�O�G �E�H �D�E�O�H �W�R �Y�L�H�Z �W�K�H�V�H �¿�O�H�V��

Recommendation �:�K�H�Q �S�R�V�V�L�E�O�H�� �H�Q�F�U�\�S�W �V�H�Q�V�L�W�L�Y�H �¿�O�H�V �Z�K�H�Q �V�W�R�U�L�Q�J �W�K�H�P �R�Q �W�K�H �¿�O�H�V�\�V�W�H�P�� �,�Q �R�U�G�H�U �W�R �G�H�D�O
�Z�L�W�K �W�K�H �W�K�U�H�D�W �R�I �D �V�W�D�W�H���O�H�Y�H�O �D�G�Y�H�U�V�D�U�\�� �W�K�H�V�H �V�K�R�X�O�G �E�H �H�Q�F�U�\�S�W�H�G �X�V�L�Q�J �V�W�U�R�Q�J �H�Q�F�U�\�S�W�L�R�Q��
�Z�L�W�K �D �N�H�\ �F�U�H�D�W�H�G �I�U�R�P �D �S�D�V�V�Z�R�U�G �H�Q�W�H�U�H�G �D�W �U�X�Q�W�L�P�H �X�V�L�Q�J �D �F�U�\�S�W�R�J�U�D�S�K�L�F�D�O�O�\ �V�W�U�R�Q�J �N�H�\
�G�H�U�L�Y�D�W�L�R�Q �I�X�Q�F�W�L�R�Q��

�$�V �D �V�K�R�U�W �W�H�U�P �P�L�W�L�J�D�W�L�R�Q�� �F�R�Q�V�L�G�H�U �X�V�L�Q�J �W�K�H �2�6 �X�V�H�U���D�F�F�R�X�Q�W �F�U�\�S�W�R���$�3�,�t�V �W�R �S�U�R�W�H�F�W �W�K�H�V�H
�¿�O�H�V�� �1�2�7�(�� �7�K�L�V �G�R�H�V �Q�R�W �G�H�I�H�Q�G �D�J�D�L�Q�V�W �D�W�W�D�F�N�V �Z�K�H�U�H �D�G�Y�H�U�V�D�U�L�H�V �D�U�H �D�E�O�H �W�R �V�H�L�]�H �W�K�H
�O�D�S�W�R�S �E�X�W �Z�R�X�O�G �S�U�R�W�H�F�W �W�K�H �¿�O�H�V �Z�L�W�K�R�X�W �U�H�T�X�L�U�L�Q�J �D �V�H�S�D�U�D�W�H �S�D�V�V�Z�R�U�G �W�R �E�H �H�Q�W�H�U�H�G �R�Q
�V�W�D�U�W��

�)�R�U �V�R�P�H �R�I �W�K�H�V�H ���I�R�U �L�Q�V�W�D�Q�F�H �W�K�H ���W�R�U�U�F �¿�O�H���� �W�K�L�V �P�D�\ �Q�R�W �E�H �S�R�V�V�L�E�O�H �Z�L�W�K�R�X�W �P�D�N�L�Q�J
�F�K�D�Q�J�H�V �W�R �7�R�U��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



�$�S�S�H�Q�G�L�[ �$�� �9�X�O�Q�H�U�D�E�L�O�L�W�\ �)�L�H�O�G �'�H�¿�Q�L�W�L�R�Q�V

�7�K�H �I�R�O�O�R�Z�L�Q�J �V�H�F�W�L�R�Q�V �G�H�V�F�U�L�E�H �W�K�H �U�L�V�N �U�D�W�L�Q�J �D�Q�G �F�D�W�H�J�R�U�\ �D�V�V�L�J�Q�H�G �W�R �L�V�V�X�H�V �1�&�& �*�U�R�X�S �L�G�H�Q�W�L�¿�H�G��

Risk Scale
�1�&�& �*�U�R�X�S �X�V�H�V �D �F�R�P�S�R�V�L�W�H �U�L�V�N �V�F�R�U�H �W�K�D�W �W�D�N�H�V �L�Q�W�R �D�F�F�R�X�Q�W �W�K�H �V�H�Y�H�U�L�W�\ �R�I �W�K�H �U�L�V�N�� �D�S�S�O�L�F�D�W�L�R�Q�t�V �H�[�S�R�V�X�U�H �D�Q�G
�X�V�H�U �S�R�S�X�O�D�W�L�R�Q�� �W�H�F�K�Q�L�F�D�O �G�L�I�¿�F�X�O�W�\ �R�I �H�[�S�O�R�L�W�D�W�L�R�Q�� �D�Q�G �R�W�K�H�U �I�D�F�W�R�U�V�� �7�K�H �U�L�V�N �U�D�W�L�Q�J �L�V �1�&�& �*�U�R�X�S�t�V �U�H�F�R�P�P�H�Q�G�H�G
�S�U�L�R�U�L�W�L�]�D�W�L�R�Q �I�R�U �D�G�G�U�H�V�V�L�Q�J �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V�� �(�Y�H�U�\ �R�U�J�D�Q�L�]�D�W�L�R�Q �K�D�V �D �G�L�I�I�H�U�H�Q�W �U�L�V�N �V�H�Q�V�L�W�L�Y�L�W�\�� �V�R �W�R �V�R�P�H �H�[�W�H�Q�W �W�K�H�V�H
�U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V �D�U�H �P�R�U�H �U�H�O�D�W�L�Y�H �W�K�D�Q �D�E�V�R�O�X�W�H �J�X�L�G�H�O�L�Q�H�V��

Overall Risk
�2�Y�H�U�D�O�O �U�L�V�N �U�H�À�H�F�W�V �1�&�& �*�U�R�X�S�t�V �H�V�W�L�P�D�W�L�R�Q �R�I �W�K�H �U�L�V�N �W�K�D�W �D �Y�X�O�Q�H�U�D�E�L�O�L�W�\ �S�R�V�H�V �W�R �W�K�H �W�D�U�J�H�W �V�\�V�W�H�P �R�U �V�\�V�W�H�P�V�� �,�W
�W�D�N�H�V �L�Q�W�R �D�F�F�R�X�Q�W �W�K�H �L�P�S�D�F�W �R�I �W�K�H �Y�X�O�Q�H�U�D�E�L�O�L�W�\�� �W�K�H �G�L�I�¿�F�X�O�W�\ �R�I �H�[�S�O�R�L�W�D�W�L�R�Q�� �D�Q�G �D�Q�\ �R�W�K�H�U �U�H�O�H�Y�D�Q�W �I�D�F�W�R�U�V��

Critical �,�P�S�O�L�H�V �D�Q �L�P�P�H�G�L�D�W�H�� �H�D�V�L�O�\ �D�F�F�H�V�V�L�E�O�H �W�K�U�H�D�W �R�I �W�R�W�D�O �F�R�P�S�U�R�P�L�V�H��

High �,�P�S�O�L�H�V �D�Q �L�P�P�H�G�L�D�W�H �W�K�U�H�D�W �R�I �V�\�V�W�H�P �F�R�P�S�U�R�P�L�V�H�� �R�U �D�Q �H�D�V�L�O�\ �D�F�F�H�V�V�L�E�O�H �W�K�U�H�D�W �R�I �O�D�U�J�H���V�F�D�O�H
�E�U�H�D�F�K��

Medium �$ �G�L�I�¿�F�X�O�W �W�R �H�[�S�O�R�L�W �W�K�U�H�D�W �R�I �O�D�U�J�H���V�F�D�O�H �E�U�H�D�F�K�� �R�U �H�D�V�\ �F�R�P�S�U�R�P�L�V�H �R�I �D �V�P�D�O�O �S�R�U�W�L�R�Q �R�I �W�K�H
�D�S�S�O�L�F�D�W�L�R�Q��

Low �,�P�S�O�L�H�V �D �U�H�O�D�W�L�Y�H�O�\ �P�L�Q�R�U �W�K�U�H�D�W �W�R �W�K�H �D�S�S�O�L�F�D�W�L�R�Q��

Informational �1�R �L�P�P�H�G�L�D�W�H �W�K�U�H�D�W �W�R �W�K�H �D�S�S�O�L�F�D�W�L�R�Q���b�0�D�\ �S�U�R�Y�L�G�H �V�X�J�J�H�V�W�L�R�Q�V �I�R�U �D�S�S�O�L�F�D�W�L�R�Q �L�P�S�U�R�Y�H�P�H�Q�W��
�I�X�Q�F�W�L�R�Q�D�O �L�V�V�X�H�V �Z�L�W�K �W�K�H �D�S�S�O�L�F�D�W�L�R�Q�� �R�U �F�R�Q�G�L�W�L�R�Q�V �W�K�D�W �F�R�X�O�G �O�D�W�H�U �O�H�D�G �W�R �D�Q �H�[�S�O�R�L�W�D�E�O�H
�Y�X�O�Q�H�U�D�E�L�O�L�W�\��

Impact
�,�P�S�D�F�W �U�H�À�H�F�W�V �W�K�H �H�I�I�H�F�W�V �W�K�D�W �V�X�F�F�H�V�V�I�X�O �H�[�S�O�R�L�W�D�W�L�R�Q �X�S�R�Q �W�K�H �W�D�U�J�H�W �V�\�V�W�H�P �R�U �V�\�V�W�H�P�V�� �,�W �W�D�N�H�V �L�Q�W�R �D�F�F�R�X�Q�W �S�R�W�H�Q�W�L�D�O
�O�R�V�V�H�V �R�I �F�R�Q�¿�G�H�Q�W�L�D�O�L�W�\�� �L�Q�W�H�J�U�L�W�\ �D�Q�G �D�Y�D�L�O�D�E�L�O�L�W�\�� �D�V �Z�H�O�O �D�V �S�R�W�H�Q�W�L�D�O �U�H�S�X�W�D�W�L�R�Q�D�O �O�R�H�V�V�H�V��

High �$�W�W�D�F�N�H�U�V �F�D�Q �U�H�D�G �R�U �P�R�G�L�I�\ �D�O�O �G�D�W�D �L�Q �D �V�\�V�W�H�P�� �H�[�H�F�X�W�H �D�U�E�L�W�U�D�U�\ �F�R�G�H �R�Q �W�K�H �V�\�V�W�H�P�� �R�U �H�V�F�D�O�D�W�H
�W�K�H�L�U �S�U�L�Y�L�O�H�J�H�V �W�R �V�X�S�H�U�X�V�H�U �O�H�Y�H�O��

Medium �$�W�W�D�F�N�H�U�V �F�D�Q �U�H�D�G �R�U �P�R�G�L�I�\ �V�R�P�H �X�Q�D�X�W�K�R�U�L�]�H�G �G�D�W�D �R�Q �D �V�\�V�W�H�P�� �G�H�Q�\ �D�F�F�H�V�V �W�R �W�K�D�W �V�\�V�W�H�P�� �R�U
�J�D�L�Q �V�L�J�Q�L�¿�F�D�Q�W �L�Q�W�H�U�Q�D�O �W�H�F�K�Q�L�F�D�O �L�Q�I�R�U�P�D�W�L�R�Q��

Low �$�W�W�D�F�N�H�U�V �F�D�Q �J�D�L�Q �V�P�D�O�O �D�P�R�X�Q�W�V �R�I �X�Q�D�X�W�K�R�U�L�]�H�G �L�Q�I�R�U�P�D�W�L�R�Q �R�U �V�O�L�J�K�W�O�\ �G�H�J�U�D�G�H �V�\�V�W�H�P
�S�H�U�I�R�U�P�D�Q�F�H�� �0�D�\ �K�D�Y�H �D �Q�H�J�D�W�L�Y�H �S�X�E�O�L�F �S�H�U�F�H�S�W�L�R�Q �R�I �V�H�F�X�U�L�W�\��

Exploitability
�(�[�S�O�R�L�W�D�E�L�O�L�W�\ �U�H�À�H�F�W�V �W�K�H �H�D�V�H �Z�L�W�K �Z�K�L�F�K �D�W�W�D�F�N�H�U�V �P�D�\ �H�[�S�O�R�L�W �D �Y�X�O�Q�H�U�D�E�L�O�L�W�\�� �,�W �W�D�N�H�V �L�Q�W�R �D�F�F�R�X�Q�W �W�K�H �O�H�Y�H�O �R�I �D�F�F�H�V�V
�U�H�T�X�L�U�H�G�� �D�Y�D�L�O�D�E�L�O�L�W�\ �R�I �H�[�S�O�R�L�W�D�W�L�R�Q �L�Q�I�R�U�P�D�W�L�R�Q�� �U�H�T�X�L�U�H�P�H�Q�W�V �U�H�O�D�W�L�Q�J �W�R �V�R�F�L�D�O �H�Q�J�L�Q�H�H�U�L�Q�J�� �U�D�F�H �F�R�Q�G�L�W�L�R�Q�V�� �E�U�X�W�H
�I�R�U�F�L�Q�J�� �H�W�F�� �D�Q�G �R�W�K�H�U �L�P�S�H�G�L�P�H�Q�W�V �W�R �H�[�S�O�R�L�W�D�W�L�R�Q��

High �$�W�W�D�F�N�H�U�V �F�D�Q �X�Q�L�O�D�W�H�U�D�O�O�\ �H�[�S�O�R�L�W �W�K�H �Y�X�O�Q�H�U�D�E�L�O�L�W�\ �Z�L�W�K�R�X�W �V�S�H�F�L�D�O �S�H�U�P�L�V�V�L�R�Q�V �R�U �V�L�J�Q�L�¿�F�D�Q�W
�U�R�D�G�E�O�R�F�N�V��

Medium �$�W�W�D�F�N�H�U�V �Z�R�X�O�G �Q�H�H�G �W�R �O�H�Y�H�U�D�J�H �D �W�K�L�U�G �S�D�U�W�\�� �J�D�L�Q �Q�R�Q���S�X�E�O�L�F �L�Q�I�R�U�P�D�W�L�R�Q�� �H�[�S�O�R�L�W �D �U�D�F�H
�F�R�Q�G�L�W�L�R�Q�� �D�O�U�H�D�G�\ �K�D�Y�H �S�U�L�Y�L�O�H�J�H�G �D�F�F�H�V�V�� �R�U �R�W�K�H�U�Z�L�V�H �R�Y�H�U�F�R�P�H �P�R�G�H�U�D�W�H �K�X�U�G�O�H�V �L�Q �R�U�G�H�U �W�R
�H�[�S�O�R�L�W �W�K�H �Y�X�O�Q�H�U�D�E�L�O�L�W�\��

Low �(�[�S�O�R�L�W�D�W�L�R�Q �U�H�T�X�L�U�H�V �L�P�S�O�D�X�V�L�E�O�H �V�R�F�L�D�O �H�Q�J�L�Q�H�H�U�L�Q�J�� �D �G�L�I�¿�F�X�O�W �U�D�F�H �F�R�Q�G�L�W�L�R�Q�� �J�X�H�V�V�L�Q�J �G�L�I�¿�F�X�O�W �W�R
�J�X�H�V�V �G�D�W�D�� �R�U �L�V �R�W�K�H�U�Z�L�V�H �X�Q�O�L�N�H�O�\��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



Category
�1�&�& �*�U�R�X�S �J�U�R�X�S�V �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V �E�D�V�H�G �R�Q �W�K�H �V�H�F�X�U�L�W�\ �D�U�H�D �W�R �Z�K�L�F�K �W�K�R�V�H �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V �E�H�O�R�Q�J�� �7�K�L�V �F�D�Q �K�H�O�S
�R�U�J�D�Q�L�]�D�W�L�R�Q�V �L�G�H�Q�W�L�I�\ �J�D�S�V �L�Q �V�H�F�X�U�H �G�H�Y�H�O�R�S�P�H�Q�W�� �G�H�S�O�R�\�P�H�Q�W�� �S�D�W�F�K�L�Q�J�� �H�W�F��

Access Controls �5�H�O�D�W�H�G �W�R �D�X�W�K�R�U�L�]�D�W�L�R�Q �R�I �X�V�H�U�V�� �D�Q�G �D�V�V�H�V�V�P�H�Q�W �R�I �U�L�J�K�W�V��

Auditing and Logging �5�H�O�D�W�H�G �W�R �D�X�G�L�W�L�Q�J �R�I �D�F�W�L�R�Q�V�� �R�U �O�R�J�J�L�Q�J �R�I �S�U�R�E�O�H�P�V��

Authentication �5�H�O�D�W�H�G �W�R �W�K�H �L�G�H�Q�W�L�¿�F�D�W�L�R�Q �R�I �X�V�H�U�V��

Configuration �5�H�O�D�W�H�G �W�R �V�H�F�X�U�L�W�\ �F�R�Q�¿�J�X�U�D�W�L�R�Q�V �R�I �V�H�U�Y�H�U�V�� �G�H�Y�L�F�H�V�� �R�U �V�R�I�W�Z�D�U�H��

Cryptography �5�H�O�D�W�H�G �W�R �P�D�W�K�H�P�D�W�L�F�D�O �S�U�R�W�H�F�W�L�R�Q�V �I�R�U �G�D�W�D��

Data Exposure �5�H�O�D�W�H�G �W�R �X�Q�L�Q�W�H�Q�G�H�G �H�[�S�R�V�X�U�H �R�I �V�H�Q�V�L�W�L�Y�H �L�Q�I�R�U�P�D�W�L�R�Q��

Data Validation �5�H�O�D�W�H�G �W�R �L�P�S�U�R�S�H�U �U�H�O�L�D�Q�F�H �R�Q �W�K�H �V�W�U�X�F�W�X�U�H �R�U �Y�D�O�X�H�V �R�I �G�D�W�D��

Denial of Service �5�H�O�D�W�H�G �W�R �F�D�X�V�L�Q�J �V�\�V�W�H�P �I�D�L�O�X�U�H��

Error Reporting �5�H�O�D�W�H�G �W�R �W�K�H �U�H�S�R�U�W�L�Q�J �R�I �H�U�U�R�U �F�R�Q�G�L�W�L�R�Q�V �L�Q �D �V�H�F�X�U�H �I�D�V�K�L�R�Q��

Patching �5�H�O�D�W�H�G �W�R �N�H�H�S�L�Q�J �V�R�I�W�Z�D�U�H �X�S �W�R �G�D�W�H��

Session Management �5�H�O�D�W�H�G �W�R �W�K�H �L�G�H�Q�W�L�¿�F�D�W�L�R�Q �R�I �D�X�W�K�H�Q�W�L�F�D�W�H�G �X�V�H�U�V��

Timing �5�H�O�D�W�H�G �W�R �U�D�F�H �F�R�Q�G�L�W�L�R�Q�V�� �O�R�F�N�L�Q�J�� �R�U �R�U�G�H�U �R�I �R�S�H�U�D�W�L�R�Q�V��

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



�$�S�S�H�Q�G�L�[ �%�� �)�X�]�]�L�Q�J

�$�)�/�� �Z�D�V �X�V�H�G �I�R�U �I�X�]�]�L�Q�J �R�I �W�K�H �D�S�S�O�L�F�D�W�L�R�Q�� �D�Q�G �D �V�L�P�S�O�H �3�\�W�K�R�Q �F�O�L�H�Q�W �Z�D�V �X�V�H�G �W�R �I�H�H�G �W�K�H �J�H�Q�H�U�D�W�H�G �L�Q�S�X�W�V �W�R
�5�L�F�R�F�K�H�W��

�,�Q �R�U�G�H�U �W�R �D�O�O�R�Z �$�)�/ �W�R �N�H�H�S �W�U�D�F�N �R�I �X�Q�L�T�X�H �F�R�G�H �S�D�W�K�V�� �5�L�F�R�F�K�H�W �Q�H�H�G�V �W�R �E�H �F�R�P�S�L�O�H�G �X�V�L�Q�J �$�)�/�� �7�R �H�D�V�H �W�K�H �I�X�]�]�H�U
�G�H�Y�H�O�R�S�P�H�Q�W�� �W�K�H �I�R�O�O�R�Z�L�Q�J �V�Q�L�S�S�H�W�V �Z�H�U�H �D�G�G�H�G �W�R �W�K�H �I�R�O�O�R�Z�L�Q�J �¿�O�H�V��

�&�R�Q�Q�H�F�W�L�R�Q���F�S�S �Z�D�V �H�G�L�W�H�G �W�R �H�[�L�W �W�K�H �D�S�S�O�L�F�D�W�L�R�Q �J�U�D�F�H�I�X�O�O�\ �D�I�W�H�U �W�K�H �I�X�]�]�H�G �L�Q�S�X�W �Z�D�V �V�X�E�P�L�W�W�H�G��

void ConnectionPrivate::socketReadable()
{

char quit[] = "exitgracefully";
char done[21];
socket->peek(done, 21);
if (strcmp(quit, done) == 0)
{

exit(0);
}
if (!handshakeDone) {
...

�$�X�W�K�+�L�G�G�H�Q�6�H�U�Y�L�F�H�&�K�D�Q�Q�H�O���F�S�S �Z�D�V �H�G�L�W�H�G �W�R �D�F�F�H�S�W �L�Q�Y�D�O�L�G �V�L�J�Q�D�W�X�U�H�V��

void AuthHiddenServiceChannel::handleProof(const Data::AuthHiddenService::Proof &message)
...
if (!ok) {

qWarning() << "Signature verification failed on" << type();
result->set_accepted(true);

} else {
result->set_accepted(true);
qDebug() << type() << "accepted inbound authentication for" << publicKey.torServiceID();

}
...

�8�V�H�U�,�G�H�Q�W�L�W�\���F�S�S �Z�D�V �H�G�L�W�H�G �W�R �K�D�Y�H �5�L�F�R�F�K�H�W �D�O�Z�D�\�V �O�L�V�W�H�Q �R�Q �D �S�U�H�G�L�F�W�D�E�O�H �S�R�U�W��

UserIdentity::UserIdentity(int id, QObject *parent)
...
���� �(�F�O�F�S�B�M�M�Z� �U�I�F�T�F �B�S�F �O�P�U �V�T�F�E� �B�O�E �X�F �C�J�O�E �U�P �M�P�D�B�M�I�P�T�U �B�O�E �Q�P�S�U ��
���� �G�P�S �B�O �B�V�U�P�N�B�U�J�D �	�B�O�E �Q�P�S�U�B�C�M�F�
 �T�F�M�F�D�U�J�P�O��
QHostAddress address(m_settings->read("localListenAddress").toString());
if (address.isNull())

address = QHostAddress::LocalHost;
quint16 port = (quint16)m_settings->read("localListenPort").toInt();
port = 55555;
...

�� �K�W�W�S�������O�F�D�P�W�X�I���F�R�U�H�G�X�P�S���F�[���D�À��
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�7�K�H �3�\�W�K�R�Q �F�O�L�H�Q�W �W�D�N�H�V �W�K�H �F�R�Q�W�H�Q�W �R�I �D �¿�O�H �D�V �L�Q�S�X�W ���J�H�Q�H�U�D�W�H�G �E�\ �$�)�/�� �D�Q�G �S�O�D�F�H�V �L�W �L�Q�W�R �W�K�H �¿�H�O�G �W�K�D�W �L�V �E�H�L�Q�J �I�X�]�]�H�G��
�,�Q �W�K�L�V �Y�H�U�V�L�R�Q �R�I �W�K�H �I�X�]�]�H�U�� �W�K�H �I�X�]�]�H�G �V�W�U�L�Q�J �L�V �L�Q�V�H�U�W�H�G �L�Q�W�R �W�K�H �F�K�D�W �P�H�V�V�D�J�H �E�R�G�\�� �E�X�W �W�K�H �I�X�]�]�H�U �F�D�Q �E�H �P�R�G�L�¿�H�G �W�R
�W�H�V�W �G�L�I�I�H�U�H�Q�W �¿�H�O�G�V �L�Q �G�L�I�I�H�U�H�Q�W �S�D�U�W�V �R�I �W�K�H �5�L�F�R�F�K�H�W �S�U�R�W�R�F�R�O��

import socket

import sys

import time

import os

import base64

import ricochet_pb2

import Crypto.Signature.PKCS1_v1_5

import Crypto.PublicKey.RSA

import Crypto.Hash.SHA

import Crypto.Hash.SHA256

import Crypto.Hash.HMAC

import struct

msgVersions = bytearray([0x49, 0x4d, 0x02, 0x01, 0x00])
quit = ("exitgracefully" + "\0").encode('ascii')
keyFile = "private_key.pem"
derFile = "private_key.der"
serverName = "xi7toy4inzy7nyjx.onion"

def OnionAddr(publicKey):
h = Crypto.Hash.SHA.new(publicKey).digest()
onion = base64.b32encode(h[:10]).decode('ascii').lower()
return onion + ".onion"

def GetClientName():
return OnionAddr(GetDERPublicKey())

def GetDERPublicKey():
f = open(derFile, "rb")
return f.read()

def MakePacket(channelId, payload):
size = len(payload) + 4
if (size > 65535):

raise ValueError("payload is too long")
if (channelId > 65535):

raise ValueError("ChannelId is too large")
bSize = struct.pack('>h', size)
bChan = struct.pack('>h', channelId)
packet = bSize + bChan + payload
return packet

def ParsePacket(packet):
channel = int.from_bytes(packet[2:4], byteorder='big')
return channel, packet[4:]

def GenerateProof(clientHost, serverHost, clientCookie, serverCookie):
key = (clientCookie + serverCookie)
data = (clientHost[:16] + serverHost[:16]).encode('ascii')
mac = Crypto.Hash.HMAC.new(key, data, Crypto.Hash.SHA256)
return mac.digest()

def SignProof(proof):
key = Crypto.PublicKey.RSA.importKey(open(keyFile).read())
signer = Crypto.Signature.PKCS1_v1_5.new(key)

���� �_ �5�L�F�R�F�K�H�W �6�H�F�X�U�L�W�\ �$�V�V�H�V�V�P�H�Q�W



h = Crypto.Hash.SHA256.new(proof)
signature = signer.sign(h)
return signature

def GenerateOpenChannelPacket(chType, chId, extensions):
opChan = ricochet_pb2.OpenChannel()
opChan.channel_identifier = chId
opChan.channel_type = chType
for e in extensions:

opChan.Extensions[e] = extensions[e]
ctrlPacket = ricochet_pb2.ControlPacket()
ctrlPacket.open_channel.MergeFrom(opChan)
payload = ctrlPacket.SerializeToString()
return MakePacket(0,payload)

def GenerateProofPacket(chId, clientCookie, serverCookie):
proofMsg = ricochet_pb2.AuthHSProof()
proofMsg.public_key = GetDERPublicKey()
proofMsg.signature = SignProof(GenerateProof(GetClientName(), serverName, clientCookie, serverCooki
e))!

proofPacket = ricochet_pb2.AuthHSPacket()
proofPacket.proof.MergeFrom(proofMsg)
payload = proofPacket.SerializeToString()
return MakePacket(chId, payload)

def GenerateChatPacket(chId, message):
chatMsg = ricochet_pb2.ChatMessage()
chatMsg.message_text = message
chatPacket = ricochet_pb2.ChatPacket()
chatPacket.chat_message.MergeFrom(chatMsg)
payload = chatPacket.SerializeToString()
return MakePacket(chId, payload)

if __name__ == "__main__":
filename = sys.argv[1]
pid = int(sys.argv[2])

print("Got PID: " + str(pid))
print("starting client, reading from " + filename)

f = open(filename, 'rb')
afl = f.read()
f.close()
authChannel = 5
chatChannel = 7
time.sleep(1)

sock = socket.socket()
sock.connect(("127.0.0.1", 55555))

sock.send(msgVersions)
resp = sock.recv(256)

� � � 0� Q� F� O � B� V� U� I � D� I� B� O� O� F� M
clientCookie = os.urandom(16)
msg = GenerateOpenChannelPacket("im.ricochet.auth.hidden-service", authChannel, {ricochet_pb2.clien
t_cookie : clientCookie})!

sock.send(msg)
resp = sock.recv(1024)
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� � � $� I� F� D� L � J� G � D� I� B� O� O� F� M � P� Q� F� O� F� E
channel, payload = ParsePacket(resp)
if channel == 0:

response = ricochet_pb2.ControlPacket()
response.ParseFromString(payload)
if not response.channel_result.opened:

print("Channel did not open")
serverCookie = response.channel_result.Extensions[ricochet_pb2.server_cookie]

� � � (� F� O� F� S� B� U� F � Q� S� P� P� G
msg = GenerateProofPacket(authChannel, clientCookie, serverCookie)
sock.send(msg)
resp = sock.recv(1024)
channel, payload = ParsePacket(resp)
if channel == authChannel:

response = ricochet_pb2.AuthHSPacket()
response.ParseFromString(payload)
print("Accepted: " + str(response.result.accepted))
print("Known: " + str(response.result.is_known_contact))

� � � 0� Q� F� O � D� I� B� U � D� I� B� O� O� F� M
msg = GenerateOpenChannelPacket("im.ricochet.chat", chatChannel, {})
sock.send(msg)
resp = sock.recv(1024)
channel, payload = ParsePacket(resp)
if channel == 0:

response = ricochet_pb2.ControlPacket()
response.ParseFromString(payload)
if not response.channel_result.opened:

print("Channel did not open")

� � � 4� F� O� E � B � D� I� B� U � N� F� T� T� B� H� F � X� J� U� I � "� '� - � Q� B� Z� M� P� B� E
msg = GenerateChatPacket(chatChannel, afl)
sock.send(msg)

time.sleep(1)
sock.send(quit)

�)�L�Q�D�O�O�\�� �D �O�D�X�Q�F�K�H�U �Z�D�V �Z�U�L�W�W�H�Q �L�Q �&�� �7�K�L�V �V�P�D�O�O �O�D�X�Q�F�K�H�U �L�V �F�R�P�S�L�O�H�G �Z�L�W�K �$�)�/ �D�Q�G �V�S�D�Z�Q�V �W�K�H �5�L�F�R�F�K�H�W �F�O�L�H�Q�W�� �D�V �Z�H�O�O �D�V
�W�K�H �3�\�W�K�R�Q �F�O�L�H�Q�W �W�K�D�W �Z�L�O�O �V�H�Q�G �W�K�H �I�X�]�]�H�G �S�D�F�N�H�W �W�R �5�L�F�R�F�K�H�W��

���J�O�D�M�V�E�F ���T�U�E�J�P���I��
���J�O�D�M�V�E�F ���T�U�E�M�J�C���I��
���J�O�D�M�V�E�F ���V�O�J�T�U�E���I��
���J�O�D�M�V�E�F ���T�U�S�J�O�H��

int main(int argc, char** argv, char **arge)
{

char *cmd[] = { "ricochet" };
char launcher[100];
int pid = getpid();
sprintf(launcher, "python3.4 client.py %s %d &", argv[1], pid);
system(launcher);
execve("ricochet/ricochet", cmd, arge);
return(0);

}

�2�Q�F�H �E�X�L�O�W�� �I�X�]�]�L�Q�J �F�D�Q �E�H �V�W�D�U�W�H�G �Z�L�W�K��
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afl-fuzz -t 25000+ -m none -i seeds/ -o output/ ./launcher @@

�1�&�& �*�U�R�X�S �U�H�F�R�P�P�H�Q�G�V �W�K�D�W �W�K�H �I�X�]�]�H�U �F�R�Q�W�L�Q�X�H �W�R �E�H �U�X�Q �R�Q �G�L�I�I�H�U�H�Q�W �¿�H�O�G�V �R�I �D�O�O �W�K�H �5�L�F�R�F�K�H�W �S�U�R�W�R�F�R�O �P�H�V�V�D�J�H�V��
�L�G�H�D�O�O�\ �R�Y�H�U �H�[�W�H�Q�G�H�G �S�H�U�L�R�G�V �R�I �W�L�P�H��
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